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Abstract— The aim of this study is to create a model to 

meet the global infrastructure requirements of cybersecurity. 

The general framework of the study was determined by 

examining the cybersecurity infrastructures used around the 

world and the improvements needed by these infrastructures, 

and by synthesising the research on how to provide an 

effective solution with an innovative model.   
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I. INTRODUCTION 

Worldwide, cybersecurity has become an undeniable 

need in today's technology use. The most basic rights and 

freedoms of all countries and their peoples involve the 

activities they want to perform on the internet. 

Cybersecurity is the cornerstone of a world connected 

through the internet. In the next few decades, advances in 

technology, the internet, and the increase in the number of 

devices suitable for this platform will greatly accelerate the 

importance of this issue. The realm of cybersecurity will 

become increasingly understood through the concept of 

'Cyber Space'. Cyber space is the universe consisting of all 

information systems and users. In general, the non-physical 

space in which people interact with interconnected 

informatic systems and where interconnected informatic 

systems communicate with each other or with people can 

be called 'Cyber Space' [1]. 

The American National Research Council describes a 

cyberattack as follows the intentional modification, 

disruption, disassembly and destruction of computer 

systems and networks or information and programs 

transmitted or contained in computer systems and networks 

[2]. 

According to a report published by a famous 

technology magazine, it was determined that 6.5 billion 

cyber threats were prevented in the first two months of 

2018 [3]. Based on these data, we can more fully appreciate 

the importance of the issue, bearing in mind current and 

further technological advances. According to this 

magazine, e-mail, as expected, is the first line of attack. 

This is followed by ransomware, bullying, and malware 

websites that have been frequently mentioned in recent 

years. If we list the items as follows. 

 Email 

 Ransomware 

 Malware websites 

 Business email compromise attacks 

 Attacks on the finance sector 

 Mobile attacks 

The more developed countries have developed 

strategies for dealing with cybersecurity and plans for 

protecting themselves from these threats by constantly 

updating these measures. There are cyber wars taking place 

today, the importance of this issue for nations becomes 

obvious. Governments who are particularly exposed to, and 

suffer from, cyberattacks on their defence industries and 

strategic development want to pursue a careful and 

systematic process of ensuring cybersecurity and managing 

these operations. Therefore, cybersecurity will no longer 

consist of simple intrusion protection and penetration tests, 

but will be maintained through systematic management 

with an operational management strategy. 

II. CYBERSECURITY INFRASTRUCTURE  

Infrastructure plays an extremely important role in 

providing cybersecurity. If the necessary infrastructure has 

been developed and activated, great progress will have 

been made. Otherwise, no matter how effective individual 

efforts may be, critical situations will inevitably arise 

because of lack of infrastructure.  

When establishing a cybersecurity infrastructure, 

several important factors must be evaluated. These factors 

require thorough analysis, for they will be vital in terms of 

security when necessary. We will examine the issues that 

need to be carefully considered in creating a strong 

cybersecurity infrastructure, as shown in Figure 1. 

 

 

Fig. 1. Cybersecurity Infrastructure [4]. 



A. Top Management Support 

The senior executives in the cybersecurity centre should 

play an important role in the efficient establishment and 

operation of the cybersecurity infrastructure in the 

following ways. Authorise the installation of a 

cybersecurity operation centre, provide financial and moral 

support for this centre, establish a specific budget, and take 

an active role afterwards [5]. For senior management to 

support the cybersecurity operation centre, it is necessary 

to communicate to them exactly what cybersecurity 

involves and how important it is. In addition, issues related 

to why institutions and establishments need this type of 

structure must be correctly understood. It is also very 

important that information about where to begin and the 

length of time that it will take to achieve cybersecurity is 

well planned and explained to senior management.  

The budget can become a challenge in this area and 

plays a significant role, because establishing an operation 

centre may require significant costs in its initial 

organisation. In addition, a certain amount of time will be 

required to implement the steps to be undertaken. 

Therefore, the support of top management must be 

considered a serious requirement for the cybersecurity 

infrastructure. 

B. Determination of Needs  

Each institution or establishment has its own workforce 

and a certain level of critical infrastructure which, even if 

not available, can be designed [6]. Therefore, after the 

decision to establish an operation centre has been made, it 

is necessary to undertake some analyses within the 

institution while implementing the cybersecurity 

infrastructure [7]. Focusing on the following steps is 

recommended when performing these analyses. 

 Determination of information and documents of 

the institution or establishment [8]. 

 Determination of the assets of the institution or 

establishment [8]. 

 Establishing in advance which of the known or 

unknown potential threats to the assets of the 

institution or establishment can be prevented. 

 Determining the consequences of possible losses. 

 Effective identification of steps to be taken to 

minimise future threats [9]. 

When these steps are completed, the necessary assets 

will be identified by the institution or establishment. The 

weaknesses of these assets and the threats to which they 

may be vulnerable are also identified, and the risks that 

appear for the institutions or establishments are 

determined. If these studies are undertaken, the results will 

be. 

 Critical systems are continuously monitored to 

avoid identified risks. 

 Weaknesses of these systems are identified. 

 Plans and requisite devices are identified to collect 

records from these systems and to evaluate these 

collected records. 

Corporate information security plays an important role 

at this stage and is defined as follows. Corporate 

information security determines the information assets of 

the institution, identifies their weaknesses and undertakes 

the necessary security analyses in order to protect these 

assets from unwanted threats and dangers [10].  

The emergence of new types of attacks and new 

methods of attack in direct proportion to the development 

of technology will require institutions to use new assets. In 

addition, this will require that these steps be periodically 

repeated and updated. 

C. Staff to Work in the Cybersecurity Infrastructure 

In order to make the cybersecurity infrastructure most 

effective, staff should be specialists in information security 

and cybersecurity, have at least two years of information 

processing experience, have received the necessary 

training and have international certificates approved by 

experts in this field. Staff should be tested by the 

organisation using a set of practical examinations and must 

complete the following steps. In selecting the staff to work 

in the cybersecurity infrastructure, the institution’s own 

personnel should be evaluated first to determine whether or 

not they meet the requirements. In the event no one from 

the institution qualifies, outside support staff should be 

hired. The personnel must be capable of keeping secrets 

because of the security and privacy of the information they 

obtain. For this reason, support personnel should sign 

confidentiality agreements 

A security investigation of the applicants by the 

institution will be another important step. The organization 

is obliged to conduct this investigation. Contracts for 

support personnel should take into account provisions of 

the law governing the employment of staff in the 

institution.  

A sufficient number of specialised staff should be 

available to maintain a healthy cybersecurity infrastructure. 

In the event of a crisis, service should be ensured by 

employing sufficient staff to immediately appoint others to 

replace staff working in important roles, thanks to a 

process-oriented system which clearly defines the roles, 

responsibilities, and duties of other relevant personnel and 

the steps of the service sub-processes. The involvement of 

the expert staff, whose duties are listed below, within the 

cybersecurity infrastructure will contribute to the more 

effective maintenance of the cybersecurity infrastructure. 

 Security director. 

 Security architect. 

 Security analyst. 

 Security operation engineer. 



 Event response specialist. 

D. Implementation and Commissioning Plans 

It is necessary to have detailed information that is 

available from expert personnel about the terminology of 

the attacks, to keep abreast of current events and to collect 

information about any new attacks. Cyber events and 

threats are detected and analyzed by the organization itself. 

During the analysis stage of cyber events, the types, 

dimensions and costs of these events are measured and 

monitored. Measures are taken according to the results of 

this analysis and effectively managed. How to monitor, 

analyse and determine the safeguards and defences against 

cyberspace attacks can be obtained from following and 

being a member of intelligence services.   

National and international cybersecurity studies can be 

followed closely and research can be undertaken to adapt 

the acquired information to the cybersecurity 

infrastructure. Data leaks occurring within the institution 

are monitored, detected and prevented. The cybersecurity 

operation centre does not cause disruptions in the ongoing 

activities of the institution and the users while it is 

performing its duties, and it operates invisibly; however, it 

is activated when an event occurs or is likely to occur and 

constantly monitors important systems. 

On the monitoring screens of the cybersecurity 

infrastructure operation centre the following situations 

should be tracked [11]. 

 Whether critical applications are performing 

correctly or not and monitoring of their 

performance. 

 Status of servers. 

 Network traffic. 

 Security violation event notifications. 

 Information systems, air conditioning and cooling 

systems. 

 Security violation incident response stages. 

Tests to be performed at least once a year [7]. 

 Screening for vulnerabilities in the internal 

network components. 

 Scanning for vulnerabilities in components open 

to the external network. 

 Penetration testing of open Web applications. 

 Domain and end-user computer configuration 

tests. 

 Database configuration tests. 

 Enterprise-specific software. 

 DNS service tests. 

 E-mail service tests. 

 Social engineering tests. 

 Infiltration tests of Web applications that are 

accessed only within the organization. 

 DDOS tests [10]. 

 Virtualisation systems tests. 

 Wireless network tests. 

 Firewall tests. 

 URL and content filtering tests [4]. 

Information security and cybersecurity awareness 

should be fostered for employees working in the 

cybersecurity infrastructure. To achieve this successfully, 

the following should be considered. 

 Users should be informed about current social 

engineering attacks through training exercises. 

 Internal bulletins about cybersecurity should be 

published periodically. 

 Reminder e-mails or educational videos about 

information security and cybersecurity should be 

sent to the employees of the institution. 

 Employees should be invited to cybersecurity 

seminars annually or periodically. 

 A section on cybersecurity should be created on the 

organisation’s Web page, which is accessible only 

to organisation personnel. 

A strong cybersecurity policy should be created. 

Operating systems, software service packs and devices 

must be updated. After updating and receiving patches, 

tests should be carried out in case any new security 

vulnerabilities have occurred.  

Information and files with a high level of 

confidentiality should be encrypted and stored. If the 

information needs to be sent to another location on the 

network, it must be sent after encryption is performed, if 

possible, to prevent unauthorised reading. Encryption may 

be inadequate for information with a high level of 

criticality. In this case, communication should be 

maintained by using the technique of storing the 

information within other information so that attackers do 

not realise that the information is important. Public key 

infrastructure and electronic signatures are also used in 

conjunction with these methods. 

Disaster recovery, emergency and response plans are 

prepared and updated periodically to respond to sudden 

attacks or natural disasters that may occur. Procedures and 

policies required by the ISO 27001 standard are applied 

[11]. Information is backed up, security measures are 

taken, and backup and backup procedures are available. 

E. Procurement of Cybersecurity Infrastructure Needs 

a) Tests 

 Penetration tests 

1. Planning 

2. Information collection 

3. Vulnerability analysis 

4. Vulnerability 

5. Report stage 

 Social engineering tests 



 DDOS tests [6] 

b) Devices 

 Firewall 

 Web application firewall 

 Database firewall 

 Intrusion prevention system (IPS) and 

intrusion detection system (IDS) 

 Network monitoring device 

 Vulnerability screening system 

 Records management system 

 E-mail management and security system 

 Antivirus system 

 Data leakage prevention system 

 Content filtering system 

 Honey cube 

 Network access control system 

 Information security and incident 

management (SIEM) 

 Load balancer 

 Backup 

What should be 

at CSOC 

Explanation 

Firewall It is the most basic safety device. It 

is necessary to control incoming and 

outgoing traffic. 

IPS/IDS IPD/IDS is the second layer after the 

firewall. It detects harmful contents 

that cannot be detected by the 

firewall. 

E-Mail 

Security 

System 

Thousands of spam and malicious 

emails come from the external 

network through e-mail. Social 

engineering attacks are carried out 

via e-mail. For this reason, e-mail 

and attachments in e-mail should be 

controlled. 

Web 

Application 

Firewall 

Applications are realised on a Web-

based system. Therefore, institutions 

and establishments have numerous 

Web applications. This firewall is 

necessary to ensure the security of 

applications. 

Record 

Collection 

System 

According Law No. 5651, records 

that are collected must be kept and 

recorded [12]. 

Information 

Security and 

Event 

Management 

Records received from systems that 

are too large to be controlled by 

individuals should be analysed by a 

central system and records of events 

should be reported [13]. 

Content 

Filtering 

System 

According to Law No. 5651, content 

filtering and URL processing should 

be performed [12]. 

Antivirus 

System 

A vast number of viruses can occur 

in a single day. Viruses should be 

detected by a system and precautions 

taken. 

7x24 

Monitoring 

System 

With 7x24 monitoring systems, it is 

necessary to monitor the critical 

applications and critical systems 

owned by the institution and the 

establishment. 

Penetration 

Test (at least 

once a year) 

In institutions and establishments, 

there are two vulnerability scanning 

systems, such as a Web application. 

In addition to penetration tests, 

vulnerabilities are determined 

automatically by different tools and 

through manual testing by experts 

[14]. 

Controlled 

Input-Output 

Application 

Only authorised persons should 

reach the authorised areas. 

Cannot be 

Observed from 

the Outside 

Basic security measures should be 

taken for security. Unauthorised 

persons should be prevented from 

accessing the screens and 

information of the institution and the 

organization [15]. 

Authorization 

Definitions and 

Regular 

Checks 

In cases where an authorised user 

leaves or their status changes, their 

authority should be removed to 

prevent unauthorised use of these 

powers. 

Screen 

Monitoring 

Activities 

Systems that are critical in terms of 

security should be monitored by the 

cybersecurity infrastructure team. 

Implementation 

of Backup and 

Recycling 

Tests 

In case of any incidents, backups 

should be performed, and the 

adequacy of these backups should be 

checked in order to prevent access to 

the systems. 

Awareness The awareness of the staff of the 

establishment and the organisation 

reduces the possibility of any 

incidents. 
 

Fig. 2. Overall Infrastructure Assessment. 

III. CONCLUSION 

To provide cybersecurity, most countries, institutions 

and establishments affiliated with these countries carry out 

infrastructure preparation. As a result, many different and 

concealed models have come into existence, and because 

cybersecurity is now considered a new model of warfare in 

the world, cyber-military armies are being established. At 

this point, it has now been acknowledged that the 

infrastructure necessary for cybersecurity will not be 

possible with simple operations, that in fact there are many 

issues to be considered, and that security measures are not 

sufficient if these requirements are not met. However, if 

these requirements are met or a unique model is created, it 

is understood that institutions, establishments and 

countries, both tactical and strategic, may have a more 

effective cyber defence and cyberattack system.  
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