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Abstract— Web activities are big data revealing the thoughts 

and intentions of users. Every file that is downloaded, and each 
searching word in the search engine are thought as reflections of 
the user's tendencies. Web activities are used to analyze in traces 
of crime in all kinds of information systems such as computers and 
mobile phones which are electromagnetic optical devices.  

The use of smart systems or statistical inference models in the 
electronic evidence analysis will contribute to the development of 
digital forensic tools and information technology law. The 
evidence analysis stage will be faster and automatic. The aim is to 
extract web browsing data by starting from search engine 
browsing data with appropriate methods, and sort out the data 
pointing crime by applying various techniques.  
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I. INTRODUCTİON  

Computer forensics is a process of technical examination 
conducted in any kind of information system. Computer 
forensics does not involve an interpretation activity.  

This process includes stages of identification of scene, 
protection, collection, analyzing and reporting of digital 
evidence, respectively [1, 2]. These stages and the instruments 
used for research or commercial purposes are shown in Figure 
1 [3, 4]. 

 

 

 
Figure 1. Computer forensics process and evidence analysis stage
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The purpose of computer forensics is to transform the digital 
evidence, which is considered as a potential for criminal 
investigation, into legal digital evidence [5]. These legal digital 
evidences may contain information for any criminal case, 
ranging from a suicide case to the discovery of communications 
between narcotics traffickers, to offenses of libel in social media 
and to seizure of information in a bank database by attackers [6]. 

Forensic investigations in information systems are not 
always based on realized crime. These forensic analyzes can also 
carry out a potential crime which is predictive or proactive, 
performing estimation and prevention at the same time.  

When recent literature is examined, involving prior 
identification and prevention of crime (predictive - proactive) 
models become more important as much as committing or 
repeating a crime (active - reactive) models in the field of 
computer forensics. 

II. DIGITAL FORENSICS  

For this study, computer forensics science, all subdisciplines 
and computer forensics process are examined in the literature. In 
the evidence analysis stage of the computer forensics process, 
methods such as intelligent systems [7], clustering, association 
rules, support vector machines [8], artificial neural networks [9] 
and bayesian networks [10, 11] have been studied. The aim of 
this study is to classify the evidences, to work better on the 
suspicious evidence and to remove the possibilities in results. 
Efforts to accelerate the process of evidence analysis and to 
automate it by releasing from human dependency continue. In 
particular, studies on intelligent crime prevention models 
contribute to this area [12]. 

In the computer forensics process, the web activity of the 
people is also examined during the analysis stage where the 
evidence is examined in depth. Sites that the person visits while 
using the internet, files downloaded or even a word they 
searched are stored on their computer. They carry traces of a 
committed or suspected suicide. As in Figure 2, internet, web 
browsers and search engines are tools that are used to commit a 
crime, so that they can be used as gates that give certain 
information about the crime [13]. In addition, web browsers are 
the interface between the internet and the user. Therefore, web 
browsers, the gateways, are important in computer forensics. 

This study aims to develop a new model to detect criminal 
tendency by taking advantage of one's web activities by 
considering the most used web browsers. For web activities, 
search engine browsing data will be used primarily; but if the 
data for the predefined crime definition cannot be found in the 
search engine, all web activities will be examined. 

 

 

     Figure 2. Web activities and crime detection 

III. EVIDENCE ANALYSIS STAGE IN WEB FORENSICS 

When the literature is examined, it is seen that studies for 
accelerating the evidence analysis stage of the computer 
forensics process is gaining importance. These studies 
contribute to the quick and accurate decision making of both 
computer forensics specialist and judicial decision makers [14]. 
Findings and criminal predictions or predictive models which 
are obtained before the crime are as important as the detection 
of digital evidence after the crime.  

The most important problem for such models is whether the 
definition of crime is done in the most correct way, i.e. in 
accordance with the law. The aim is to extract web browsing 
data, starting from search engine browsing data by appropriate 
means and sorting out the data pointing crime by applying 
various techniques such as similarity and correlation. For this 
reason, it is necessary to determine which web activities indicate 
which crime well. Existing search engine analysis software tools 
and studies have been examined to solve these problems. These 
tools expose the user's web activities with methods such as 
similarity and correlation; but the specialist's job is to find data 
about crime. For this reason, it is necessary to simplify the work 
of the specialist by selecting well methods applying on the 
browsing data.  

Web browsers and search engine browsing data should be 
examined for resolving these problems and for the progress of 
the work. Research from web browser information to software 
tools which analyze web activities is presented in this section. 

Google Chrome, Mozilla Firefox, Internet Explorer, Opera, 
Safari are the most popular web browsers in the world today. 
Searches made on the search engine, sites browsed, documents 
and sites downloaded by the users are kept as web storage 
records. The places where these records are kept according to 
the operating system and web browser   

Web activities are kept in browsers' internet history, 
bookmarks, downloads, cache, cookies folders. Figure 3 [15], 
shows which of these folders provide an answer to which of 
these questions for web analysis. 

 

 



 

 
Figure 3. Required questions in web forensic analysis [15]. 

 

These data are in SQLite, SNSS (Session Saver), JSON 
(Java Script Object Notation) and XML formats. They are 
viewed by SQLite Viewer program [16]. Figure 4 shows web 
storage file types are given [17]. 

 
Figure 4. File types obtained in web analysis 

Web browsers have normal, incognito, and portable modes. 
While the web activity of the person is saved in normal mode, 
the purpose in private / incognito mode is to hide these activities 
[18]. Although web browsers have private modes, traces of 
crime can be obtained with live (RAM) analysis [19].  

For example, a suspect who uses private mode enters to 
some sites in private mode and then closes the browser. 
Belkasoft RAM Capturer software is used by the forensic 
specialist to taken an image of the RAM in this system, then the 
web activity of this suspect is accessed when the image is 
viewed with Winhex software [20]. 

 
Table 1. Web computer forensic tools 

 
COMPUTER FORENSICS TOOLS 

    
WEB CONTENT ANALYZED 

 

Phrozen Browser Forensics Tool 

 

Scans history and words 

 

History Viewer 

 

History, cookies, key words, 

downloads 

 
MyLastSearch 

 
Search queries 

 

ChromeCookie View 

 

Cookies 

 
Chrome Password Decryptor 

 
Password decryption 

 
ChromeCache View 

 
Cache 

 

Internet Evidence Finder 

 

Unallocated space, default folders 

 

Cookie Cutter 

 

Google Analytics cookies, search 

words 

 

Chrome Analysis 

 

History, bookmarks, cookies, 

search words, downloads 

 
Web Historian 

 
History 

 
 

Access Data FTK Imager 

 

Web analysis, finds data deleted 

by “Delete History” command 

 

 

 

 

 

 

 

 

 

 



 

Table 1 presents the forensic tools used for the web. Web 
activity of the suspect is detected by these tools. The most 
important of these activities is history. The evidence that reveals 
the intentions of the suspect is found in the "History". Which 
sites are entered, which words are searched on the search engine, 
when and how many times a site is looked at is detected by the 
"History" in Figure 5 [16]. 

With the Internet Evidence Finder program, visited site 
information and search engine search can be accessed via RAM 
image [21]. These studies in the literature are used to reveal the 
web activities that people have in their systems. The specialist 
distinguish the evidence from these activities by accurate and 
systematic methods. 

In particular, the information in the History folder can be 
used to reveal a crime or to prevent a criminal intent. Again, it 
is noteworthy that intelligent systems or statistical methods are 
not used in this field. 

Another problem is that the suspect's web activity can be 
monitored without the knowledge of suspect. For this reason, the 
live analysis on the suspect's information system can be done 
with remote access computer forensic methods [22].  

Live analysis is RAM memory analysis. Various hardware 
and software tools are used for memory analysis and the most 
appropriate tools can be selected from studies that compare these 
tools for integrity and accuracy [23]. 

 

New methods are carried out on the traces which are dropped 
by web browsers on the web servers, even the similarity features 
of browsers are being compared. There are approaches to use 
these methods in computer forensics [24]. 

IV. FORENSICS SOFTWARES FOR WEB ACTIVITIES  

Studies on electronic evidence research based on the analysis 
of users' behavioral correlations [25] and studies on the suspect's 
web browser activities using the Appriori algorithm [26] will 
also be utilized.  

Figure 6 shows the examination of web browsing data as 
computer forensics and the simulation of this work.  

Web browsing data can be obtained via Web Browser 
Forensics Tools and especially History Viewer program used on 
the hard disk and RAM images obtained by programs such as 
Encase, Access Data FTK Imager, Belkasoft RAM Capturer, 
Internet Evidence Finder, etc. These tools only present 
electronic activities of the person, not list possible evidence 
concerning the crime. There are studies that use classifiers on 
Internet history [27]; but more contribution is needed in this 
field.  

In addition to contributing to the computer forensics science, 
if the desired success in detecting a crime or criminal intent is 
achieved, it will also contribute to areas such as security and 
information technology law.  

 

                                  

Figure 5. History file opened with History Viewer Program 

 

 

 

 



 

 
Figure 6. Planned process stages of the model 

V. CONCLUSION 

This study will be a new model in order to improve the 
existing computer forensics process by starting with the 
literature reviews. Thus, accurate, fast and reliable evidences 
will be provided to the courts, and the decision-making process 
of the courts will be facilitated. Information technologies will 
be an application that can be used and improved on many fields, 
such as computers forensics and information technology law. 

When the studies in the literature are examined, it is seen 
that the evidence analysis stage of process has not been 
automated. In evidence analysis stage, web activities should be 
examined in more detail and a model that makes criminal 
prediction should be developed. In this predictive model, which 
involves smart and/or statistical methods, will contribute to web 
browsing forensics field. If the desired success is achieved with 
this model, maybe a new study field such as search engine data 
computer forensics will be able to be produced.  

REFERENCES 

[1] M. Orta, Bilişim Suçlarında Adli Analiz, Konya: Selçuk Üniversitesi Sosyal 
Bilimler Enstitüsü, Doktora Tezi, 2015.  

[2]  M. D. Kohn, M. Eloff and J. Eloff,  “İntegrated Digital Forensic 

Process Model,”  Computers&Security, cilt 38, pp. 103-115, 2013. 

[3] A. S. Şirikçi and N. Cantürk, “Adli Bilişim İncelemelerinde Birebir Kopya 

Alınmasının ( İmaj Almak ) Önemi,” Bilişim Teknolojileri Dergisi, cilt 5, 
no. 3, pp. 29-34, 2012. 

[4] D. Quick and K.-K. R. Choo, “Dropbox Analysis: Data Remnants on User 

Machines,” Digital Investigation 10, pp. 3-18, 2013. 

 

 

 

[5] M. Z. Gündüz, Bilişim suçlarına yönelik IP tabanlı delil tespiti- IP-based 

evidence detection, Elazığ: Fırat Üniversitesi Fen Bilimleri Enstitüsü 
Yüksek Lisans Tezi, 2013. 

[6] E. Şahin, “Sayısal Delilin Ortaya Çıkarılması Kapsamında Koruma 

Tedbirleri,” İnternational Journal of Legal Progress, cilt 1, no. 2, pp. 88-
106, 2015. 

[7] A. Emekçi and E. Kuğu, “Adli Bilişim ve Etmen Tabanlı Sistemler,”  
İstanbul/Türkiye, 2014. 

[8] S. Mascarnes, P. Lopes and P. Sakhare, “Search Model for Searching the 
Evidence in Digital Forensic Analysis,” Green Computing and Internet of 

Things (ICGCIoT), 2015 International Conference, pp. 1353-1358, 2015. 

[9] M. Al Fahdi, N. Clarke, F. Lİ and S. M. Furnell, “A Suspect-Oriented 
Intelligent and Automated Computer,” Digital Investigation, pp. 65-76, 

2016. 

[10] J. Wang and Z. Xu, “Bayesian Inferential Reasoning Model for Crime 

Investigation,” China, 2014. 

[11] Y.C. Liao and H. Langweg, “Evidential Reasoning for Forensic 
Readiness,” JDFSL, cilt 11, no. 1, pp. 37-51, 2016. 

[12]  D. J. Ras and H. S. Venter, “Proactive Digital Forensics in the Cloud Using 
Virtual Machines,” 2015. 

[13] J. Oh, S. Lee and S. Lee, “Advanced Evidence Collection and Analysis of 

Web Browser Activity,” Digital Investigation 8, pp. 62-70, 2011. 

[14] N. Jain and D. R. Kalbande, “Digital Forensic Framework using Feedback 

Case History Keeper,” India, 2015. 

[15] E. Baran, H. Çakır and Ç. Uluyol, “Web Trayıcılarda Adli Analiz 

İncelemesi,” International Journal of Human Sciences, cilt 12, no. 2, 

2015. 

[16] N. Shafqat and B. Aslam, “Forensic Investigation of User's Web Activity 

on Google Chrome Using Open-Source Forensic Tools,” International 
Journals of Computer Science and Information Security, UCSIS, cilt 13, 

no. 9, 2015. 



 

[17] A. Mendoza, A. Kumar, D. Midcap, H. Cho and C. Varol, “BrowStEx: A 

Tool to Aggregate Browser Storage Artifacts for Forensic Analysis,” 
Digital Investigation 14, pp. 63-75, 2015. 

[18] H. Chivers, “Private Browsing: A Window of Forensic Opportunity,” 
Digital Investigation 11, pp. 20-29, 2014. 

[19] D. J. Ohana and N. Shashidar, “Do Private and Portable Web Browsers 

Leave Incrimating Evidence?,” IEEE Security and Privacy Workshops, 
pp. 135-142, 2013. 

[20] E. S. Noorulla, Web Browser Private Mode Forensics Analysis, Rochester 
Institute of Technology, RIT Scholar Works, Thesis, 2014. 

[21] Y. Bolat, Memory Forensics, İstanbul Bilgi Üniversitesi, Sosyal Bilimler 

Enstitüsü, Yüksek Lisans Tezi, 2015. 

[22] M. Özen and G. Özocak, “Adli Bilişim, Elektronik Deliller ve 

Bilgisayarlarda Arama ve El Koyma Tedbirinin Hukuki Rejimi (CMK M. 
134),” Ankara Barosu Dergisi, pp. 43-77, 2015. 

[23] W. Ahmet and B. Aslam, “A Comparison of Windows Physical Memory 

Acquisition Tools,” 2015. 

[24] T. Yamada, T. Saito, K. Takasu and N. Takei, “Robust Identification of 

Browser Fingerprint Comparison Using Edit Distance,” 2015. 

[25] J. Luo and W. Xu, “The Application Research of Electronic Evidence 

System Based on Analysis of User Correlative Behavior,” 2014. 

[26] Y. Zhang and G. Chen, “A Forensics Method of Web Browsing Behavior 

Based on Association Rule Mining,” 2014. 

[27] D. Grasty, D. Gan, G. Loukas and C. Ierotheou, “Facilitating Forensic 
Examinations Of Multi-User Computer Environments Through Session 

To Session Analysis Of Internet History,” Digital Investigation DFRWS, 
pp. 124-133, 2016. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


