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Abstract — In addition to the advantages of the digital world, 

there are also disadvantages, which can harm people. With the 

spread of credit cards with the digital transformation, banks 

have become the targets of malicious hackers. In this study, 

firstly, information about artificial intelligence and digital 

transformation is given. In related studies, some machine 

learning methods such as Random Forest, Naive Bayes, K-

Nearest Neighbor, Logistic Regression, Support Vector 

Machines, Decision Tree, Artificial Neural Networks, 

Multilayer Perceptron and Ensemble Learning have been used 

to detect credit card fraud and their algorithm performance has 

been demonstrated. 

Keywords— Digital Transformation, Artificial Intelligence,  
Machine Learning, Credit Card Fraud Detection 

I. INTRODUCTION 

 In the last two decades, there have been great 
developments in every field with the change of technology. 
The introduction of the internet into our lives in the third 
industrial revolution has led to the start of a new era with its 
advantages and disadvantages. Many big and small companies 
have started to take their place on the internet, they have made 
great strides in their trade and had the chance to go beyond 
their borders by adapting their business functions such as 
management, sales, and marketing to the new system.  

New professions have emerged with the Internet, software 
and hardware have been developed in parallel with the 
Internet. In the third industrial revolution, the foundations of 
communication between different devices were laid with IoT 
(internet of things) which expresses the ability of everything 
around us, such as devices, mobile phones, cars and machines 
to connect to the internet through intelligent behavior[1] , with 
the fourth industrial revolution, Artificial Intelligence has 
clearly entered our lives. 

With the introduction of  artificial intelligence and the 
internet of things into our lives, it is estimated that the number 
of devices connected to the internet, which was 12.5 billion 
until 2011, will exceed 50 billion by 2050 [2]. 

In the development process of artificial intelligence, 
although there have been developments in the fields of 
computer vision, natural language processing, robotics and 
autonomous systems in recent years, this type of artificial 
intelligence is still called Weak or Narrow artificial 
intelligence. Strong Artificial Intelligence, a new type of 
Artificial Intelligence, aims to act with human-level 
perception, learning and reasoning behaviors[3]. 

With the internet of things, devices connected to the 
internet have made room for many conveniences in people's 
lives by transferring data with each other. Devices in our 
homes can be controlled from mobile phones, vehicles, traffic 
systems that can communicate with each other via sensors and 
the internet. With what the digital world brings, companies 
improve their user experience by giving the most relevant 
advertisement to the target audience, thanks to the data 
obtained in advance with machine learning algorithms in 
digital marketing [4]. 

With devices supported by IoT (internet of things) in the 
health sector, doctors can make recommendations by remotely 
monitoring the health status of their patients, thus enabling 
them to reduce the costs of health care costs in the future [5]. 

In the logistics sector, the internet of things provides many 
benefits such as tracking products, inventory information, 
tracking packages, and monitoring and preventing occupancy 
rates of vehicles with the help of sensors [3]. 

In production, it provides cost reduction in the field, time-
saving and bringing products to the market in a shorter time, 
tracking machine failures, providing energy efficiency and 
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matching wearables with IoT, and monitoring the health of 
employees and risky situations [6]. 

With the methods created by the internet of things and 
various machine learning algorithms, banks can reduce the 
possibility of making mistakes in their credit risk assessments 
and increase their profitability [7]. 

In this article, general information about Artificial 
Intelligence in the 2th section, and Digital Transformation and 
Banking Transactions in the 3th section is given. In section 4, 
Machine learning algorithms included in the studies in this 
article are defined, and in section 5, the studies on this subject 
are given and in the 6th section the results are discussed.  

II. ARTIFICIAL INTELLIGENCE 

Many different definitions of artificial intelligence have 
been made in the literature. John McCarthy, who developed 
LISP, one of the artificial intelligence programming 
languages, laid the foundations of today's Server and Cloud 
Computing with the Time Sharing System, and first proposed 
the term artificial intelligence, in his article "What is Artificial 
Intelligence?" published in 2004, defined artificial 
intelligence as "Intelligent machines, especially it is the 
science and engineering of making intelligent computer 
programs." defines it as [8].  

Artificial intelligence emerged as computer science in the 
mid-1950s [9] and studies on different methods such as Image 
Processing, Artificial Neural Networks, Machine Learning, 
Natural Language Processing, Genetic Algorithms, Robotics, 
Expert Systems, and Fuzzy Logic that make up this concept 
until today. The term "Artificial Intelligence" was first 
proposed by John McCarthy at the Dartmouth Conference 
held at Dartmouth College in the United States in 1956 [10]. 
English mathematician Alan Mathison Turing in the history of 
artificial intelligence mentioned in his article "Computing 
Machinery and Intelligence" published in Mind magazine in 
1950, "Can Machines Think?" It is accepted that it starts with 
this question [11]. John McCarthy also mentioned in his 
article "What is Artificial Intelligence?" that Alan M. Turing 
might be the first to work on artificial intelligence and stated 
that Alan Turing might be the first person to decide that 
artificial intelligence can be researched with programmed 
computers instead of making machines [8]. Alan Turing's 
question about the game in his article "Computing Machinery 
and Intelligence", if human replaces machine, can the 
questioner know which of the opponents is machine and 
which is male or female? [11]. This idea and question on the 
thinking of machines is seen as the beginning of artificial 
intelligence studies.  

Artificial intelligence helps people in difficult problems 
such as virtual assistants, driverless vehicles, offering 
suggestions according to people's preferences (online 
shopping, movies, music), treating chronic diseases, 
combating climate change, and predicting cyber security 
threats [12].  

In addition, Artificial Intelligence applications continue to 
affect societies at an increasing rate in areas such as trade, 
finance, production, health services, transportation, education, 
entertainment and social interactions [13]. Businesses that 

adopt and transition to digital transformation make predictions 
for the future by using machine learning algorithms, one of the 
sub-branches of artificial intelligence, to improve customer 
experiences. 

III. DIGITAL TRANSFORMATION AND BANKING OPERATIONS 

With the development of artificial intelligence 
applications, the spread of cloud systems and the internet of 
things, digitalization takes place in our lives with new 
solutions every day. In this dynamic environment, companies 
are entering the world of digital transformation by digitizing 
their own businesses. Digital Transformation is the use of 
technology to create new business models, processes and 
software in order to improve customer experiences, provide 
competitive advantage and gain efficiency [14]. According to 
another definition, businesses use new technologies such as 
social media, mobile devices, and embedded devices, 
analysis tools to improve customer experiences, facilitate 
operations and create new business models [15]. 

In order for businesses to benefit from the opportunities 
of digital technologies and artificial intelligence, technology 
and business functions must be implemented together [16]. 
Today's customers expect companies not only to meet their 
expectations, but also to anticipate and meet their future 
needs [17]. Therefore, companies need to have and 
implement digital transformation strategies in a competitive 
environment. Digital Transformation strategies are broadly 
designed to focus on the transformation of business processes 
and all operations of the organization using technology with 
a business-centered approach and include digital activities in 
the customer environment as part of end-user products such 
as digital technologies [18]. 

The fact that customers want to do their business with any 
device connected to the internet pushes businesses from every 
sector to constantly renew themselves in this direction. The 
financial sector is one of the sectors that most realize digital 
transformation. Especially the banking sector has been using 
information technology infrastructures effectively since the 
past. Banks use artificial intelligence techniques in chatbots, 
which they use in very important works such as improving 
customer experiences, risk assessment, customer 
segmentation, credit card fraud detection, and providing 
online support to their customers. Banking applications allow 
people to perform their transactions without going to bank 
branches. It is also convenient for customers to use credit 
cards for online shopping. In addition to the many advantages 
of digital transformation, there is always a risk factor. 
Especially credit card fraud is always a target of malicious 
hackers. Facing negative situations in such a risky 
environment may cause loss of customers in competition, as 
well as loss of reputation, which is difficult to recover. 
Therefore, the determination of security and situations that 
will create negativity should be at the highest level in the 
priorities of banks. In addition to different artificial 
intelligence methods, machine learning algorithms are 
frequently used in the detection of credit card fraud.  
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IV. MACHINE LEARNING ALGORITMS 

Thanks to easy access to data, machine learning is one of 
the leading artificial intelligence techniques that enable 
business managers to make correct predictions by processing 
the data for the future in a competitive environment with 
algorithms. Machine learning is one of the sub-branches of 
artificial intelligence that enables a system to learn from 
existing data without requiring explicit programming [19]. By 
analyzing the data trained in Machine Learning, it is possible 
to make predictions for future results [20]. Machine Learning 
algorithms are used in classification, regression and clustering 
problems and guide the future predictions against the 
problems in the sector. 

The most frequently used techniques in Machine Learning 
are Supervised, Unsupervised, Semi-Supervised and 
Reinforcement Algorithm. The generally preferred machine 
learning technique is Supervised learning, which provides 
classification and regression predictions with the help of 
algorithms using labeled data. There are many algorithms in 
the supervised learning technique. The important thing is to 
prepare the data correctly against a problem and to look for a 
solution using the most appropriate algorithm. In some cases, 
in order to interpret the existing labeled data, it must be 
converted into a format that algorithms can understand, from 
text to numerical format, namely 1 (yes, positive, etc.) and 0 
(no, negative, etc.) [21]. 

This section briefly describes the machine learning 
algorithms used in the work on credit card fraud detection in 
Section V. 

A. Random Forest 

The Random Forest technique is one of supervised learning 
algorithms [22] used in regression and classification 
problems and consists of many decision trees [23]. Random 
Forest algorithm consists of more than one tree and this 
creates a forest. Each tree yields a result and turns into the 
prediction of the model with the highest votes from the results 
[22]. 

 
Fig.1. General architecture of Random Trees 

B. Naive Bayes 

Bayes Theorem gives the probability of an event 
occurring based on a known event that occurred within 
probability. It is an effective method for many practical 
applications [13] due to its simple algorithm that can make 
faster predictions [14]. Let A1, A2, A3, ..., An is an array 
within the same dataset and If event B is a known event, the 
probability of this event occurring due to the Aj event; [24]. 

 

C. K-Nearest Neighbor Algorithm 

The KNN algorithm is used in classification problems to 
learn the class of the data to be predicted based on previously 
validated dataset. In order to determine the class of unknown 
data, it is determined by a value of k, which indicates the 
nearest neighbor value [24]. 

 
Fig. 2. K-Nearest Neighbor Algorithm 
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D. Support Vector Machines 

Support Vector Machines are algorithms that aim to 
separate the two classes in the most appropriate way. In 
support vector machines, the inputs are nonlinearly mapped 
to the very high-dimensional feature space, where a linear 
decision surface is created [25]. The line separating the 
classes on the decision surface is called the Decision Bound 
[21]. Boundaries cross over the closest points of the two 
classes, which help determine the decision boundary. These 
boundaries are equidistant from the decision boundary and 
the vectors on it are called Support Vectors. 

 
Fig. 2. Support Vector Machines 

E. Logistic Regression 

Logistic Regression is a standard machine learning 
algorithm based on probability statistics of data, used to 
predict a binary response from a binary estimator, and is used 
to solve classification problems [26]. 

 
Fig. 3. Logistic Regression  

F. Decision Tree 

The decision tree algorithm is primarily a supervised 
learning algorithm that divides the population into two or 
more clusters. Splitting the dataset is done according to 
estimators with Maximum Information Gain or Minimum 
Entropy [27]. 

 
Fig. 4. General architecture of  Decision Tree 

G. Artificial Neural Networks 

Neural networks are artificial intelligence models that 
mimic the human brain. It uses interconnected units to draw 
conclusions by learning data-driven relationships. Neural 
networks can have one or more layers [19]. A neural network 
basically consists of three layers [26]. The first layer is Input 
Layer, the second layer is Hidden Layer and the third Layer 
is the output layer of neurons. 

 
Fig. 5. The architecture of a Neural Network. 

H. Multi-Layer Perceptron 

Multilayer perceptron (MLP) is a kind of feedforward 
Neural Network whose weights and biases are trained to 
achieve a specific goal [28]. MLP consists at least three layers 
that progress from input to output. These are an Input Layer 
that receives the signal to be processed,  an random number 
of Hidden Layers as a computational engine and an Output 
layer that performs prediction and classification outputs [29]. 
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Fig.6. The architecture of a Multilayer Perceptron. 

I. Ensemble Learning 

Ensemble Learning is one of the machine learning 
algorithms that combines individual predictions to achieve a 
more general result [29]. Ensemble learning creates a strategy 
using multiple different learners to improve performance[30]. 
It generally predicts more accurately than the base classifiers 
it produces[31]. 

 
Fig. 7. General architecture of Ensemble Learning 

V. RELATED WORKS 

In their study using the European Credit Card dataset, 
Dornadula and Sa (2019), designed and developed a detection 
method to analyze customers' past transactions and to extract 
behavioral patterns. In the study in which they applied 
machine learning algorithms, they observed that although 
Support Vector Machines, one of the best algorithms that can 
be used for binary class datasets, were also used, Logistic 
Regression, Decision Tree and Random Forest Algorithms 
gave the most successful results [32]. 

According to Bagga et al. (2020) in their works, they 
compared the performance of logistic regression, K-nearest 
neighbors, random forest, naive bayes, multilayer perceptron, 
adaboost, quadrant discriminative analysis, pipelining, and 
ensemble learning algorithms on credit card fraud data. 70% 
of the data set was used as training data set and 30% as test 
data set. Accordingly, Ensemble Learning gave the method 
with the highest accuracy rate [33]. 

In their study using the Europeanbank Dataset of 2013-2014, 
RB et al. made comparisons using Artificial Neural 
Networks, Support Vector Machines and K-Nearest 

Neighbor algorithms and revealed that the Accuracy Rate of 
Artificial Neural Networks (ANN) was 0.9992 [34]. 

Sá et al. In their article, they used a customized Bayesian 
Network Classifier algorithm for the credit card fraud 
detection problem and compared this algorithm with NB, 
TAN, K2, Logistic Regression, Support Machine Learning, 
Random Forest and J48 algorithms and observed that the 
customized Bayesian Network Classifier algorithm gave the 
best results [35].  

Carcillo et al. examined their accuracy on datasets using 
supervised and unsupervised techniques for credit card fraud 
detection and as a result recommended the use of a hybrid 
model [36]. 

Forough and Momtaz proposed an Ensemble Model based 
on the sequential data model using two real datasets and deep 
recursive neural networks as the model, and they concluded 
that their proposed model is better than the recent models used 
today  [37]. 

 For the detection of credit card fraud, Lakshmi et al. 
chose the European Bank Data dataset and used the machine 
learning algorithms Logistic Regression, Decision Tree and 
Random Forest algorithms, and the accuracy rates were 
90.0% in Logistic Regression, 94.3% in Decision Tree and 
95.5% in the Random Forest algorithm. They found that the 
Forest algorithm has a higher accuracy rate than the Logistic 
Regression and Decision Tree algorithms [38]. 

In their study to detect credit card fraud Jadhav et al. They 
used Logistic Regression, Decision Tree Model, Artificial 
Neural Network, and Gradient Boosting Algorithm and they 
observed  that Gradient Boosting Algorithm, an Ensemble 
Learning technique, gave the best results [40]. 

In their study on the detection of credit card fraud, 
Awoyemi et al. investigated the performances of Naive 
Bayes, K-Nearest Neighbor and Logistic Regression 
algorithms in the data set, which they used 70% as training 
and 30% as test data, and as a result of comparison, they 
observed that the K-Nearest Neighbor algorithm was more 
performant than the others [42]. 

Rohilla used K-Nearest Algorithm, Neural Network and 
C5.0 algorithms in his study for credit card fraud detection 
and observed that the Neural Network algorithm gave better 
results than others [41]. 

VI. CONCLUSIONS 

In many areas, machine-learning algorithms give 
successful results when used correctly. Among these 
algorithms, the Ensemble Learning algorithm divides a 
dataset into different subsets, creates models from these 
subsets, and finally evaluates all models and makes a 
prediction. Therefore, Ensemble Learning algorithm can give 
more successful results. 
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