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Abstract—The Internet of Things (IoT) has revolutionized the 

human world by transforming ordinary everyday objects into 

smart devices. These autonomous devices have reshaped our 

lives. The emerging technology is expanding day-by-day with the 

increasing need for smart devices as so the issues are also 

increasing w.r.t security, data reliability, maintenance and 

authentication. On the other hand, another innovative 

technology- Blockchain- has transformed our financial world by 

introducing sophisticated security. An integrated Blockchain-IoT 

system can resolve the problems they face individually and serve 

the technological world better. The paper provides a 

comprehensive study of both technologies by highlighting their 

features and challenges. The article further critically analyses 

existing approaches that discussed various issue about IoT and 

Blockchain.  
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I. INTRODUCTION

With each passing day, the digital world is advancing with 
evolutionary developments in the field of technology. IoT, the 
Internet of Things, being one of the most advanced technology, 
is making our lives too much easy. By simply connecting a 
number of embedded devices to users, a human life has 
become easy and comfortable. This connection of a human 
with a machine and machine to machine is not less than a 
miracle. Electronic devices are connected in a network and is 
remotely controlled. It is a blessing of IoT that it has 
transformed cities and homes into smart cities and smart 
homes, having everything automated. Due to the need of IoT, it 
has gained much acceptance and is nowadays much popular. 
More and more devices are going to connect every day to be a 
part of the IoT world. According to many researches, an 
estimation of 20 to 50 billion devices are going to be connected 
by 2020 [1]. Nowadays, IoT is observed in every field of life 
including healthcare, manufacturing, transportation and many 
more [2]. However, security of data and devices as well as the 
privacy of the IoT devices is becoming a serious issue. 
Researchers are working day and night to propose a secure 
solution to such a problem [3, 4]. 

Blockchain, another hot topic, is having world-wide 
acceptance after proposing solutions to the security and privacy 
for IoT devices. The whole system can be secured using the 
Blockchain technology. As in IoT, data centralization concept 
is followed i.e. data is stored on centralized servers. Blockchain 

moves towards the decentralization of data, storing it in 
distributed ledgers and ensuring shared secure environment 
without a third party involvement [3]. As large number of 
devices connected to a wireless network may cause several 
cyber-attack. Device spoofing is one of them which is harmful 
to the system. Thanks to blockchain, that provides a cure to 
that problem. With blockchain, devices' privacy, security, and 
scalability are reliably maintained by using its data encryption 
and decentralization strategy. 

This paper aims to have a general analysis of how IoT 
actually works, how the blockchain presents a solution to 
problems faced by IoT, its integration with IoT, and to have a 
review of the recent publications regarding IoT and 
Blockchain. In addition, this paper targets to bring the related 
literature on the same platform and compare them to identify 
the gaps.  

The rest of the paper is organised as follows. Section 2 
discuss related literature about IoT and Blockchain. Section 3 
highlights IoT devices' characteristics, applications, and the 
challenges and issues faced by IoT. Blockchain technology, 
how it functions, its features are discussed in Section 4. Section 
5 comprises how blockchain integrates with IoT to solve the 
problems faced by it. Section 6 performs a critical analysis of 
the literature and draws findings. Section 7 contains the 
conclusion and some future work.   

II. LITERATURE REVIEW

This section employs a methodical, structured, and rigorous 
This section employs an organised analysis of existing 
literature to attain its objectives, which is to understand the 
trend of research interests in IoT and Blockchain technology. 
Some of the articles and research related to IoT, Blockchain 
and their integration issue are as follows:  

The paper [1] conducts a survey to address the challenges 
faced when IoT and Blockchain integrate on a single platform. 
Furthermore, the authors mentioned the weak points of IoT, 
where it needs Blockchain technology to improve due to its 
feasible nature. Some of the challenges of blockchain are 
discussed, such as its scalability and storage problem. These 
problems are solved using Byzantine fault-tolerant protocol 
and IPFS protocols. The paper further discusses security threats 
and a list of attacks on the network. Data privacy within the 
blockchain, which is tackled using several authentication and 
authorization steps and numerous features like smart contracts, 
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decentralizes data. Along with their features, the applications 
of Blockchain and IoT-Blockchain are also quoted.  

Taking into the business context, aiming in adopting new 
technologies to innovate and simplify business where IoT 
(Internet of Things) and BCT (Blockchain Technology) can 
contribute to business works, the authors [2] tried to explain 
the actual need and significance of BCT in IoT paradigm. Due 
to BCT data's decentralized nature, there remains no need for 
any third party involvement in the business transactions. This 
benefits a lot to the IoT business context. The paper discusses 
the Digital Supply Chain which is best for the integration of 
IoT and BCT. However, the application of BCT in IoT is not 
an easy task and it is not only the sole solution to the business 
problems because a number of fields are unrelated and unaware 
of the cryptocurrencies. But despite that, E-business can 
flourish and prosper to an extent under BCT. IoT devices are 
interconnected to each other and exchange data continuously. 
Thus, these IoT nodes must preserve security, privacy of data, 
robustness, authenticity etc. For all these characteristics of 
data, the paper [3] proposes BCT as a key solution. But due to 
some limitations within the Blockchain-based IoT systems like 
the network is public and everyone in the network can access 
the encryption keys etc. the authors have proposed some 
privacy preservation strategies which includes anonymity, 
encrypting, private contracting, mixing and differential 
privacy. Using these strategies, the authors explained the 
different application areas. Privacy preservation is the main 
idea of the paper.  

The authors in the paper [4] focused on the security 
concerns of IoT. The security issues within the IoT layered 
architecture i.e. low-level, intermediate-level and high-level 
IoT level security issues, the attacks and their solutions as well 
as the protocols used are categorized. The security problems 
along with their respective solutions are discussed. Blockchain 
as a solution of IoT security problems is presented. An analysis 
of the attacks on IoT is also provided. Blockchain limitation 
such as resource constraints, heterogeneity, trust and hardware/ 
resource vulnerabilities are listed. The main concern of the 
paper was on the security problems across the IoT architecture 
and decentralization and distributed natured data in blockchain 
is suggested as solution. 

Q. Wang et al. [5] highlighted the importance of IoT-
Blockchain relationship in industrial aspects, since it becomes 
one of the biggest things happening in technology.  
Blockchain, having the decentralization property guarantees 
the security requirements in IIoT (Industrial IoT) in many 
application fields such as mobile commerce, trace food source, 
Electric Vehicle Clouds and Edge (EVCE), Bigdata, access 
management, cloud paradigms etc. Some properties like 
transparency of data, decentralization, interoperability as well 
as some limitations i.e. privacy issues, data exchange 
complexities and test platforms for IIoT are discussed. The 
paper [6] discusses that as in IoT, data exchange and 
authentication between the wireless devices is of high priority 
requirements. It should ensure security and privacy of data. To 
achieve this goal, the idea from the centralized data storage is 
converted to decentralization of data as in Blockchain 
technology. The paper explains how the distributed ledger 
Blockchain (DL-BC) contributes to the IoT problems. Some of 
the IoT security, privacy, interoperability and developmental 

issues are listed and to countermand these problems, features 
of BCT such as distributed data, reliability, trust etc. are 
counted. Thus, the paper gives the basic need idea of 
Blockchain in IoT paradigm.  

According to the authors [7], the use of IoT is now 
common in civilian as well as military contexts arising 
Internet-of-Vehicles, Internet-of-Military-things, Internet-of-
Manufacturing etc. The process requires IoT datasets, 
comprising of precious information, for a secure transfer 
among different destination nodes. This is only possible 
through blockchain which preserves the integrity of the shared 
IoT datasets. The authors further presented a Blockchain-based 
firmware detection and self-healing approach to blockchain for 
cybersecurity protection purposes. The authors highlighted the 
issue of IoT datasets absence and the need for blockchain for 
the distribution of those datasets. The authors [8] tried to 
explain the framework of IoT mission-critical applications such 
as E-transport systems, E-health. These are security-sensitive 
and require a reliable platform that provides security. Some of 
the IoT impacting security factors are discussed. A comparison 
between the present problems and their solved solutions by 
blockchain. The hashing property of blockchain is used for 
password and key storage purposes. IoT- Blockchain 
approaches like end-to-end Blockchains, gateway level, site 
level, storage level and device level practices are considered.  

Blockchain-based IoT architecture, its protocols and 
functionality are explored in the paper [9]. Within a distributed 
or peer-to-peer system, data centralization raises several 
privacy and security issues. Blockchain, in this context, can 
play a trustworthy role in performing the decentralization of 
data. The paper focuses on achieving the strengths of using IoT 
and Blockchain, both in integration and their applications. It 
also presents the individual descriptions of both technologies. 
Different types like private Blockchain, public Blockchain and 
federated Blockchain are compared with each other w.r.t 
nature, purposes, functionalities, algorithms and examples. In 
the paper [10], keeping in view the IoT limitations, the authors 
presented some Blockchain-based IoT applications against the 
IoT requirements. The paper highlighted the characteristics of 
IoT, its security, privacy and performance criteria, and the 
obstacles on its way to success. On the Blockchain side, the 
main concept, architecture and different types of Blockchains 
are described. 

In contrast, blockchain's progression and as a solution of 
IoT problems is suggested. The integration of IoT and 
Blockchain is not an easy task, and not so much research is 
being done on it. However, there are some gaps to be filled and 
numerous challenges to be faced during the process. Some 
future works are suggested.  

An application of Blockchain system in today's world is the 
Smart Contract [11]. The paper focuses on the achievement of 
privacy protected future Blockchain systems. According to the 
authors, the decentralized nature of blockchain has guaranteed 
a secure smart contract Blockchain system. Still, the data is 
now public to the environment and thus raises privacy issues. 
For this reason, the authors suggested that the data should be 
encrypted for a flexible period to ensure data privacy against 
the deceivers. The system can also predict the presence of 
deceivers in the system after the analyzation of personal 
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privacy. But cannot prevent the deceiver from leaving the 
system. Future works indicate the achievement of this goal.  

P. Urien [13] addresses the security and trust issues of the 
Internet of Things and suggests blockchain to be a new 
direction to solve them. BIoT (Blockchain IoT), a paradigm of 
sensor data insertion in Blockchain transactions, is introduced. 
BIoT paradigm is the best solution for the publication of sensor 
data. Some of its advantages are data authentication, 
Blockchain time stamping, sensor data publication, and 
duplication in public ledgers. For the generation of 
cryptographic signatures, TLS/DTLS stacks are proposed. 
Several frameworks for security and for trust issues of IoT are 
listed. The authors in the paper [14] have performed a general 
survey of the Blockchain technology, reviewing about 135 
research articles from 5 different research databases including 
IEEE Xplore, ACM Digital Library, Science direct, 
Inderscience and Web of Science etc. The major focus of the 
paper is to provide ease to the research community in exploring 
and understanding Blockchain articles. The P2P decentralized 
architecture, the applications such as e-business, e-transport, 
healthcare etc., advantages such as decentralization, secure 
paradigm, ledger system etc. as well as privacy and security 
issues of blockchain are also discussed. Also for the papers 
[15-17]. 

III. INTERNET OF THINGS (IOT) 

IoT stands for Internet of things. It is a wireless network of 
everyday things or embedded objects interconnected with each 
other and with the internet [4]. These objects are equipped with 
sensors and perform wireless communication through RFID 
(Radio Frequency Identification) and WSN (Wireless Sensor 
Network) technologies. The objects have less resources w.r.t 
energy capacity, memory and computing power. Technology 
has allowed us to interact with these IoT devices using a smart 
phone. Thus anywhere and anytime, a connection with the help 
of internet can be maintained with them [2]. As a result of 
which, smart cities and smart homes having everything 
automated and interconnected is achieved. From vehicles to the 
LED lights in a room, all are controlled using a smart phone. 

The IoT devices work in such a way that in each device, a 
specific sensor is installed. These sensors perform their 
function i.e. sense the data, collect it, transfer and receive it 
through the wireless network to and from a specific device [5]. 
This data is being collected inside a cloud/server which acts as 
a centralized medium. Thus, the relationship is expressed as: 

IoT= Data from sensors + Services by network. 

That is, IoT is the amalgamation of sensors emitting data 
and networks that provide different smart services. 

A. Characteristics 

There are some unique characteristics of IoT that exhibits 
some security and privacy issues to the system. The application 
of blockchain is influenced by following characteristics [2]: 

1. Abundant data and devices: As in an IoT network, plenty 
number of devices are connected and large amount of data 
is produced. This rate seems to increase day by day due to 
the exponential rise of more devices entering the network 
and becoming part of IoT.  

2. Diversity: An IoT network consist of heterogeneous 
devices having different architectures and following 
different protocols. Thus, they are restricted differently in 
different parts of the network according to the local laws 
and regulations.  

3. Computability: IoT has devices having computational 
power varying from sensors to high-end servers. Thus it 
manages the system to provide IoT services to the vast 
world.  

4. Volatility: IoT devices' dynamic nature causes them to 
connect and disconnect to the network at any time. The 
system and devices may sometimes become faulty. 

5. Distribution: Different devices are located at different 
locations, but all the devices may have a common 
centralized medium as a server/cloud. With the help of the 
cloud, they are exchanging information with each other. 

B. Applications 

IoT finds its applications in every field of life. IoT has 
transformed human life from healthcare to business and has 
made it much easier and comfortable. Some of its application 
includes: 

a) Health informatics: Healthcare is one of the vital and key 
aspects of human life. After using technology-based 
healthcare methods, IoT started to transform the medical 
world. Numerous healthcare devices are IoT based and are 
the need of today. Online monitoring of patients and 
maintaining E-health records have saved many human 
lives and time, especially in emergencies. Smartphone 
healthcare apps, wearable healthcare devices, and gadgets 
with wireless sensors are being used to collect and 
exchange real-time data such as patient's blood pressure, 
glucose level, calorie count, heartbeat and exercise check 
from a centralized server/cloud.  

b) Transportation: IoT has contributed much to 
transportation and converted traditional transport into an 
Intelligent Transportation System (ITS). This system 
comprises V2V, i.e. vehicle to vehicle communication and 
device to device D2D communications, aiming to upgrade 
safety and efficiency and avoid congestion issues in 
transportation. With the help of IoT, a vehicle can be 
easily tracked in the case of an emergency. Real-time data 
exchanged and is stored in mobile applications such as 
Google Maps. Thus, IoT serves in the form of ITS in 
transportation.  

c) Banking: The world of banking has been revolutionized by 
integrating it with IoT technology. Easy to access services 
are being offered to both debit and credit card customers. 
Banks are connected with their customers through their 
connected smartphones, and real-time data is exchanged 
between the two regarding transaction, money and 
rewarding. Furthermore, banks can now digitally analyse 
the usage of a particular ATM in an area and install more 
ATM services in that area. Fraudulence in any transaction 
is avoided by verifying the account holder and its location 
before any transaction is performed. Thus, IoT has made 
the banking sector much safe and reliable for customers.  
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C. Issues and challanges 

IoT paradigm also faces several obstacles on its way to 
success. Some of the issues that IoT faces as problems are: 

1. Data privacy: The IoT data roams throughout a network of 
heterogeneous devices. The system should follow a strong 
encryption strategy to ensure data confidentiality. 
However, some of the suspicious nodes within the network 
don't preserve the data privacy feature and the data stored 
is susceptible to privacy attacks [4]. Furthermore, IoT 
devices gather a lot of data including meaningful and 
useless information. Thus, there is less protection to a 
burden data [6].   

2. Security issues: IoT network also consist of unauthenticated 
devices in its network that is a crucial security issue. 
Authentication of devices must be performed before 
adding it into the network. A number of cyber-attacks are 
affecting the performance of devices. Quality of service of 
the IoT devices are in risk due to the severe attacks [4]. 

3. Limited resources: IoT devices are limited in terms of 
resources e.g. less storage, low power etc. Attacks on them 
cause energy consumption resulting in the failure of the 
system [4]. 

IV. BLOCKCHAIN TECHNOLOGY (BCT) 

One of the most emerging technologies of today's modern 
world is Blockchain Technology. BCT has gained success due 
to evolution of Bitcoin. Mostly, Bitcoin and BCT are 
considered to be the same things but BCT lies behind the 
concept of Bitcoin. 'Bitcoin' word was first introduced in a 
paper written by Satoshi Nakamoto in 2008. It stated Bitcoin, a 
cryptocurrency and introduced the concept of P2P digital cash 
system which doesn't requires the involvement of any trust 3rd 
party for its transfer from one to another individual [5]. With 
the rise of Bitcoin, Blockchain was taken into consideration 
and now, it functions far beyond the Bitcoin application.  

Blockchain is a decentralized, distributed ledger system 
which ensures the transfer and storage of transactions in a peer-
to-peer network without a third party authentication. 
Blockchain consist of three core entities: block, chain and 
network. A block is a set of stored transaction or hash values 
that is available but unmodifiable by every node. Each block 
has 2 portions: the block head, containing the hash value of 
previous node and the block body, containing the transaction.  
Chain is a collection of blocks chained together on the basis of 
hash values and network is a set of nodes where the nodes 
stands for blocks that can create and validate transactions [8]. 
Open ledger, in blockchain, is a chain of transactions with a 
centralized place to hold the ledger while the Distributed ledger 
have synchronized ledgers copied at each node without a 
centralized ledger holder [9]. In the network, there are some 
special minor nodes that have the responsibility to validate 
whether the nodes are able to perform transaction. As well as, 
they also find a special key to update the previous transaction 
to a new transaction [1].  

According to the authors [2], blockchain is defined as: "A 
technology that enables immutability, and integrity of data in 
which a record of transactions made in a system are maintained 

across several distributed nodes that are linked in a peer-to-
peer network".   

Blockchain system often operates on 3 modes [2, 13]: 
Private Blockchain, Public Blockchain and Permissioned 
Blockchain. In private blockchain, the ledgers are distributed 
among a verified group of nodes and the nodes need to be 
verified before becoming a part of the group. It represents a 
centralized system containing trusted nodes. Public 
Blockchain, as the name suggests, allows any node to 
participate in a group to maintain ledgers. The nodes are free to 
enter or leave the group anytime. Thus contains unknown and 
untrusted nodes in the network. Permissioned blockchain, lying 
between public and private blockchain, strictly recruits nodes 
to be trustful, and the system is semi-closed or semi-
distributed.    

A. Properties 

Blockchain has numerous characteristics due to which it 
has gained much importance and is preferred to merge it with 
other technologies to earn the advantages. Some of its 
properties are listed below: 

• Decentralized network: Within a Blockchain network, the 
blocks can receive and store transactions without third 
party involvement. The information is distributed, and the 
nodes can participate in the transactions occurring in the 
decentralized system [3, 16].  

• Peer-to-peer Communication: The blocks are connected 
peer-to-peer in a Blockchain network and allow P2P 
communication between them [3].   

• Data Immutability: The data/ transaction in a P2P block 
network is neither overwritten nor removed from the 
ledger. This property develops a mutual trust among the 
blocks and ensures that their assets are safe from any 
modification by unauthorized nodes [3].  

• Digitalized Ledger: The ledger across each node 
containing transactions is digitalized and automatically 
updates the records when changed in one ledger. This 
makes the system transparent, i.e. the nodes are free to 
share records through a decentralized structure [3].  

• Timestamped Transactions: The transactions are 
identified and recorded using timestamps in a Blockchain 
network. It ensures data originality [3, 4, 12].  

• Data Traceability: Using timestamped transactions 
enhances the time dimension and makes the data traceable 
at a low cost by storing the transactions in order. One can 
easy backtrack the data in case of any error [12].  

• Data Unforgeability: The transactions are first viewed and 
monitored by some special node before adding them to the 
record. It is impossible to modify the data or transactions 
once entered into the block. This property saves the data 
from any illegal actions and ensures system reliability 
[14].  

• Node Anonymity: Asymmetric encryption in blockchain 
performs data encryption to reduce the risk of data loss 
and digital signatures to identify the node related to a 
participant. However, the true identity of the participant is 
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not required to be revealed in public. Nodes perform as 
anonymous participants. In this way, the security and 
privacy of participants are ensured [16].  

• Trustworthiness: Within an anonymous and distrusting 
environment, participants carry out the transactions. The 
privacy and security of participants are also preserved. It is 
up to each node to ensure the credibility and defense 
against the attacks [3, 16]. 

V. INTEGRATION OF BCT & IOT 

Keeping in view the characteristics of blockchain, it has 
the capability to revolutionize the IoT world. It would direct 
us to a decentralized trusted environment where IoT devices 
would deal with secure data and where the data traceability is 
possible [19]. Due to numerous innovative features, 
blockchain is urged to use it in integration with IoT in order to 
have a better solution to the IoT problems [3, 5].  

A. Benefits 

Some of the advantages that can be achieved using 
integrated IoT and Blockchain are described as follows:  

• Decentralized and Distributed Architecture: Moving 
from centralized architecture to a decentralized one, IoT 
will have its various issues to be solved. These may 
include the removal of centralized failure points as well 
as the bottlenecks. The control of a single party over the 
huge data storage and processing will also end up and 
will be distributed among the devices [1, 3, 10].  

• Device identification: Within a BCT-IoT network, 
every connected device will be identified while data 
transmissions.  This will maintain a trustful 
relationships among the devices and ensures device 
authentication and authorization processes [1].  

• Immutability and Reliability: Data immutability will 
identify the actual data provided by devices and that, for 
its authenticity, it can easily be backtracked in case of 
any error without any tampering. This creates a 
trustworthy and reliable environment for the IoT 
devices to work in [1, 3].  

• Data Security: IoT devices will exchange encrypted 
data within a P2P network, using asymmetric 
encryption techniques as used in Blockchain 
technology. Communications are secured to avoid any 
data loss [1, 3]. 

• Autonomous Operation: Blockchain will allow IoT 
devices to communicate without any 3rd party 
intervention such as servers in traditional IoT paradigm.  
IoT can benefit from this property for device-
agnosticism purposes [1, 10].  

• No Double-spending: Blockchain ensures no 
duplication or rewriting of data. Within an IoT system, 

devices will have authentic data, and double data usage 
is not allowed [10].  

B. Challenges 

In spite of all the benefits using blockchain in integration 
with IoT, the challenges faced by the system is not too easy to 
solve. Some of the critical barriers on its way include:  

• Limited storage: As in IoT, a large number of devices 
are connected to a network. They generate data in GBs 
that require storage. Blockchain is unstable for large data 
storage purposes, and its scalability is still under debate. 
Since all the IoT stored data is not useful, i.e. only some, 
it represents information. In this case, the data 
compression tasks are performed for efficient storage and 
processing [1].  

• Scalability: IoT scalability can be achieved through the 
centralization of data. However, it becomes a challenge 
for a decentralized Blockchain architecture [6].  

• Heterogeneity: From low power devices to sensors and 
servers, all the heterogeneous devices require a security 
mechanism for the end user's resource distribution. This 
requires intelligence and resources for security purposes 
[4]. 

• Data Security: The heterogeneous devices alerts the 
security mechanisms within the BCT-IoT network. 
Furthermore, any corrupt data in IoT network is critical to 
the whole architecture. A defected device can give rise to 
several security attacks, e.g., eavesdropping, denial-of-
service attacks, etc. Thus, it becomes necessary to test the 
device before adding it to the network [1].   

• Increased processing time: The encryption in a BCT-
IoT is necessary. Running encryption algorithms for 
every transaction in the network requires time and 
increases the network's processing time [6].  

• Ledger updating and Transactional privacy: the IoT 
node must preserve transactional privacy to avoid any 
data leakage cases. It is one of the critical issues in BCT-
IoT based systems [3].   

• Attacks: Sybil attacks are one of the BCT-IoT system 
attacks. The attack causes numerous fake IoT nodes in the 
network and strives to influence the BC network by 
gaining participation. Researches are on the way to 
solving such attacks using algorithms like NetFlow [3].   

VI. CRITICAL ANALYSIS AND FINDINGS 

This section represents a critical analysis of the literature 
mentioned above to identify Blockchain-IoT integration's main 
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reasons. Table 1 is a critical analysis of the research 
approaches in different domains.  

TABLE I.  CRITICAL ANALYSIS OF RESEARCH APPROACHES W.R.T 

DIFFERENT DOMAINS 

 Year Domain D.S DCN D.P D.T 

[2] 2019 Business      

[6] 2019 Industry      

[8] 2018 Military      

[9] 2018 E-transport      

[15] 2019 Cryptology      

[16] 2020 E-business      

D.S: Data Security; DCN: Decentralization; D.P: Data Privacy; D.T: Data 
Transparency 

Findings of the above critical analysis are described as:   

 None of the approaches aimed for a merged solution that 
would cover all the shortcomings collectively. 

 Data storage, being one of the major issues, is not discussed 
in any approach.  

 None of the research approaches had addressed all the 
requirements of different approaches in different domains 
on a single platform. 

 A framework to solve data storage and other related 
problems is absent.  

VII. CONCLUSION 

Exponential increase in the use of IoT has made our daily 
lives easy and comfortable. In the same way, it has also 
increased the challenges to be faced. Blockchain has emerged 
as a solution of IoT challenges but there are some limitations of 
blockchain itself. The integration of BCT and IoT have 
somehow reduced the problems but gave birth to the new ones 
like security and privacy issues. The paper has a brief review of 
how blockchain can benefit technology on integration with IoT 
and what challenges arise. Further research may direct us 
towards the solutions to mentioned problems, identify IoT 
applications suitable for Blockchain-based systems, and deal 
with data security and privacy issues.    
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