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ABSTRACT

The Internet of Things (IoT) has become one of the most important topics in our life nowadays. It is emer-
ging everywhere because of its ability to integrate various things without human intervention. In this study, 
we focus on IoT security and how to protect an IoT system. We first explain IoT architecture and how it 
works. As building a well-established and clear architecture for IoT is fraught with many security challen-
ges that can stand in the way of implementing the IoT, this study then presents the greatest of these chal-
lenges and explains them in detail. Subsequently, it will explain the necessary procedures for protecting the 
IoT, which are distributed in layers so that these procedures can ensure authentication and confidentiality. 
Finally, the design integrity security strategy for protecting IoT is also identified. 
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1. INTRODUCTION

The term Internet of Things (IoT) is not a new term; there are many scientific and technical circles
that have been using and working in this field for decades. So far, IoT elements such as remote sensing de-
vices and smart devices are currently present in many technical circles. A huge amount of data is generated 
by self-controlled devices. Moreover, these devices should communicate with one another without human 
intervention. Synthetic intelligence is required to manipulate the data generated by smart devices and make 
it available to humans [1]. 

The Internet of Things (IoT) was first coined by British visionary Kevin Ashton in 1999. The things 
in the IoT is any intelligent object defined by a unique identifier (e.g. an IP address) and capable of connec-
ting to the network and transferring data through it. These ‘things’ sense other devices in their environment 
and communicate using data with other devices on the network so that they can respond intelligently accor-
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ding to the data sent. This connection between intelligent devices is called M2M (Machine-To-Machine) 
and has connected humans and devices intelligently throughout the network over the past five decades.

The Internet has grown exponentially from a network of a limited number of computers to a global 

network connecting billions of devices. While the original vision of the Internet was to link systems, today’s 

IoT has taken this vision a step further. The IoT is an opportunity to integrate all digital technologies so that 

they can communicate with each other without human intervention and regardless of their geographical lo-

cation. However, the communication and integration between such a vast amounts of equipment cannot be 

accomplished without advanced technology, extensive wireless infrastructure, and massive data generation. 

Nevertheless, the IoT aims to create M2M networks by creating an integrated structure of communication 

between humans and machines. 

Today, the world of information technology has already made IoT possible. We have smartphones, 

smart buildings, home automation, smarter and more efficient traffic lights, and smart sensors in indust-

rial plants, smart devices in healthcare services, and still more applications that are bringing things a step 

further towards a greater IoT reality. But all this is only a glimpse of what the IoT can do. Increases in the 

evolution of sensor distance and equipment processing speed will cause a major shift in the lifestyle we live 

today. Remote sensing, data processing, and storage will all be essential tools in the IoT. Moreover, the IoT 

will not only enter into public life but will also go beyond personal matters; many things in our daily lives 

will disappear completely and be replaced by equipment and techniques that appear and gain popularity 

very quickly. Human beings will also be an integral part of the IoT. In the future, the IoT will expand and 

affect every aspect of our daily lives [1].

2. ARCHITECTURE OF IOT

More than 25 billion objects or things will be connected to each other by 2020. This will have a huge

impact on the current TCP/IP-based Internet architecture, which was first adopted in 1980. The current sys-

tem will not be able to handle a large network like the IoT. This has created the need for a new, structured, 

open-ended security architecture that addresses the existence of the service as well as supports existing 

network applications using open protocols. Moreover, unless proper privacy is ensured, the IoT will not 

depend on this architecture too much. Data protection and user privacy are the main challenges facing IoT. 

For further development of the IoT, a security architecture of counting layers has been proposed. 

There are those who have described a three-level or four-level model; a five-layer model using the best 

features of the TCP/IP-based network and the TMN-based communications network has also been put 

forward. Similarly, a six-layer model was proposed, which we will explain in this study. In the following 

figure, the structure of the Io  according to the six-layer model is shown [2].
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Fig. 1. IoT architecture according to the six-layer model

2.1. Coding Layer

This layer, which is the foundation of the IoT, states the definition of objects or things. In this layer, 
everything is given a single identifier to help distinguish between objects

2.2. Perception Layer

This is the processing layer in the IoT that gives physical meaning to each object. It consists of a de-
vice data sensor that can be one of various formats, such as infrared sensor devices, Radio Frequency Iden-
tification (RFID), or other sensor devices. We can use this to sense speed, temperature, location, humidity, 
etc. This layer collects useful information for the purposes of the sensors associated with it and transforms 
the information into digital signals that will later be passed on to the network layer.

2.3. Network Layer

This layer obtains useful information from the perception layer and sends it to the middleware layer 
processing systems through means such as Wi-Fi, Bluetooth, WiMAX, GSM, 3G and others, using proto-
cols such as IPv4, IPv6, DDS, and MQTT etc.

2.4. Middleware Layer

This layer processes information from sensors, and includes cloud computing technologies and 
ubiquitous computing, which ensures direct access to the database to allow for the storage of all critical 
information. Through the use of intelligent processing equipment, information is processed and fully auto-
mated procedures are implemented based on the results of the processed information.

2.5. Application Layer

This layer defines all IoT applications in all domains based on information processed in the previ-
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ous layer. Because applications enhance the development of the IoT, this layer is very useful in the broad 
areas of IoT development. Internet-related applications can allow the operation of smart homes, intelligent 
transportation, smart planet etc.

2.6. Business Layer

This layer manages all applications and services in the IoT and is responsible for all IoT-related re-
search. It generates different business models for effective business strategies [2].

3. IOT SECURITY THREATS

As noted above, building a well-established and clear architecture for the IoT is fraught with many 
security challenges. In this section, we present the greatest security challenges that stand in the way of bu-
ilding the IoT and explain them in detail.

3.1. Access Control

The concept of access control relates to the rights of access and control of objects (devices) in the 
IoT environment [3]. There are two key principles underpinning access control thinking:

• Data holders or users who send and receive object data must send data to only trusted objects;

• Data collectors or objects must authenticate users first

Some of the challenging questions related to controlling access in the IoT include: how to handle 
massive quantities of data being exchanged uniformly? How can I identify things?

3.2. Privacy

The following concepts are employed in the context of defining a privacy policy

• Data tagging: in order to know the nature of the data and how to address it later.

• Privacy and access control protocol: Reference can be made to expand the definition of a privacy 
model of type k-anonymity.

• Name of objects: The danger arises in assigning a fixed name to the contract

The full range of privacy issues are not addressed in IoT-related business. There are still many op-
portunities to create strong privacy policies on the Internet [4].

3.3. Policy Enforcement

The implementation of the policy concerns the process of studying and developing the approaches 
required to implement the policy set in the system. A policy is defined as a set of regulatory rules and cont-
rols designed to ensure system security and data consistency. There are several existing works and literature 
that describe how these policies are implemented. There is no unified Internet solution suite that is able 
to adjust the implementation of security or privacy policies, although these policies are necessary for IoT 
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modeling [5].

3.4. Trust

Trust is used in many different contexts and has many meanings. It is a complex concept that cannot 
be clearly defined in the scientific literatur

The underlying problem in many applications relates to a lack of confidence regarding engagement 
in determining trust methods and metrics. The concepts of language definition or the mechanism of trust 
negotiations remain open in the IoT.

3.5. Mobile Security

Mobile objects often move from one cluster to another. Cryptographic protocols are used to allow 
automatic identification, authentication, and privacy protection. An ad hoc protocol is used to allow a cont-
ract to join a group of other nodes in a cluster. This protocol allows a user to define, request and answer 
messages and authentication that implement identity, authentication and privacy protection ideas.

In conclusion, even if the security risks of moving things effectively have been studied by the cur-
rent scientific community, the solutions arrived at so far have only partially solved these risks. More effort 
must be made to integrate these solutions, along with other solutions found in mobile science within the 
IoT domain. 

3.6. Secure Middleware

With many technologies and applications being developed in the world of IoT, many types of middle 
classes are identified as interconnected with each other to ensure the integration and security of devices and 
data within the existing information network.

As for other similar middle classes, data must always be permanently locked. In addition, all modes 
of transport and communication in which the IoT operates must be considered. For example, many smart-
phones support the modern version of the IPv6 network protocol at present, but the currently evolving 
structures may not support IP network protocol within local area networks and thus rely on ad hoc gateways 
with middle classes [6].

3.7. Authentication and Confidentialit

Many businesses have described different protocols and mechanisms for managing and processing 
user authentication and data confidentialit . Moreover, many authors and businesses share the goal of add-
ressing the problem of cryptography in a range of environments [7, 8].

4. NECESSARY ACTION TO PROTECT IoT

The procedures for protecting the IoT are distributed on the layers described in the IoT Layers/Arc-
hitecture sections so that these procedures ensure authentication and confidentialit .
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4.1 Perception Layer

The cognitive layer is the first layer in the IoT architecture that gives security characteristics to the 
physical structure. This layer serves four main objectives: authentication, data privacy, sensitive informati-
on privacy, and risk assessment. 

• Authentication: Cryptographic algorithms that provide digital signatures for devices are used to 
resist all forms of attacks, such as brute-force attacks, collision attacks, side-channel attacks, etc.

• Data Privacy: Data privacy is secured by a range of symmetric and asymmetric encryption algo-
rithms, including RSA, DES, and BLOWFISH etc. These algorithms prevent unauthorized ac-
cess to sensitive data at the time of compilation or delivery to the next layer. It is recommended 
to apply these algorithms in this layer rather than subsequent layers because it consumes a little 
energy.

• Privacy of Sensitive Information: K-Anonymity is used to ensure anonymity and user identity. 
This concept is useful for protecting the user from multiple attacks [9].

• Risk Assessment: Risk assessment cannot be abandoned in IoT security, as doing so would 
expose the system to new risks. Risk assessment is useful in analyzing security strategies and 
defending security breaches. One example is a dynamic risk assessment method, which reflects
a continuous process of risk detection and risk analysis that can be used to monitor risk. Even 
after these security measures are deployed, if a security hole is detected in the system, a built-in 
kill-command is executed by the RFID reader to the RFID tag to prevent unauthorized access to 
the data [10].

4.2. Network Layer

This layer is wired or wireless and is vulnerable to many cyber-attacks. Hackers can easily monitor 
and attack communications because of the open nature of wireless channels. We review the following pat-
terns of attacks on this layer:

• Authentication: Unauthorized access to sensor nodes can be prevented by running incorrect 
information through appropriate authentication procedures and peer-to-peer encryption. DoS 
Attacks are the most common form of attack and involve flooding the network is by sending 
multiple packets over a different node.

• Routing Security: After authentication is secured, we use routing algorithms to ensure that the 
data reaches its destination. Several studies have been done in this area, including Hop-by-Hop 
Routing and Source Routing.

• Data Privacy: Safety control mechanisms test the system for any breaches. They also use data 
integrity testing methods to ensure the integrity of the data that reaches the counterparty and 
verify the authenticity as sent [11].
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4.3. Middleware and Application Layer

This layer integrates the application and middle layer to form an integrated security mechanism. The 
details and security measures used in this layer are as follows:

• Authentication: Prevents any malicious user from accessing the authentication mechanism and 
is based primarily on the identity of the user. While this mechanism is similar to all the mecha-
nisms used in other classes, this layer encourages authentication through participatory services. 
This means that the user is able to select the information s/he wishes to share with others. Cloud 
and virtual technologies are the basic technologies in this class, and these can be exposed to 
more than one form of attack. An internal attack is the most feared attack in cloud services.

• Intrusion Detection: Intrusion detection techniques generate alerts when there is any suspicious 
activity in the system and generate a log of movements that help to trace the intrusion.

• Risk Assessment: Risk assessments provide rationalized security strategies that help to improve 
pre-existing structures.

• Data Security: There are many encryption technologies and algorithms available that provide 
data security and prevent data theft. Many software applications have been introduced to reduce 
such attacks, such as AntiDoS Firewalls.

5. SUGGESTED DESIGN-INTEGRATED SECURITY STRATEGY TO PROTECT IoT

One of the basic principles for reducing information risk in the IoT is to develop a set of rules in the 
form of well-written security policies.

In fact, securing IoT is not that different from securing any other aspect of the network. The fol-
lowing are some of the security elements that webmasters should focus on: 

• What role does your existing security policy play? You will not have to start from scratch; your 
existing policies governing passwords, debugging and system monitoring are adequate. The 
important thing is to ensure that IoT falls within the scope of all these policies when necessary.

• Will new security policies be needed? We may find that new policies on (or updates to) network 
fragmentation and access control are needed to ensure that these devices remain in place. We 
must also ensure that new security policies do not have potentially negative effects on busines-
ses, suppliers or customers.

• Be sure that your policies are enforceable and reduce the security risks in the IoT. You will need 
to be able to identify, analyze, and identify vulnerabilities in the network.

5.1. Steps for IoT Security Strategy

There are some steps that we can follow in order to secure the IoT, as shown below:
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• The first step in securing the IoT is to develop a clear vision for a security plan that begins with 
the development of an integrated business team. This will include security experts so as to en-
sure business consistency and security considerations are maintained when developing the IoT. 
The IoT product planning process should start with a detailed risk analysis so that organizations 
can develop a clear vision of security threats and a solid foundation for choosing the right IoT 
security features. The analysis should include the study of subversive attack scenarios, including 
those resulting from new and advanced types of threats. 

• Therefore, organizations must measure the financial and non-financial impacts of potential at-
tacks on the organization or company, as well as on end-users. The results of this risk analysis 
will feed into the action plan on IoT security so that decisions are based on further development 
products and incorporate a strong understanding of potential risk factors.

• Secured design: Security equipment must be defined and implemented at the software and stru-
ctural level during the product design phase. Organizations should pay special attention to imp-
lementing encryption mechanisms.

• Secured coding: A large number of software vulnerabilities can be addressed if organizations 
comply with coding standards. Moreover, some specific mechanisms, such as cascade confusi-
on, should be implemented to prevent reverse ciphering.

• Rigorous testing: Products must undergo rigorous security testing, including security application 
testing, technical testing, and penetration testing for the hardware and software components of 
the IoT.

• Security assessment: The final step in ensuring IoT security involves organizations coordinating 
with an IT Security Foundation (ITSEF) party to ensure that these products are launched through 
formal security assessments and common standards, thus enabling access to a security certificate
of their own.

6. CONCLUSION

The Internet of Things has transcended mere car networks or machine-made networks to become a 
range of large networks that are interconnected with each other. The security of these networks directly or 
indirectly affects their performance. Moreover, there are many people and companies that deal with IoT but 
do not know what happens on the network regarding operational eavesdropping, data theft and other such 
factors. 

IoT security is becoming a major challenge; because we are unable to turn off the IoT, networks are 
growing. Consequently, the issue of security has become very necessary to research, and it is vital to propo-
se effective security strategies in order to protect networks from security vulnerabilities.
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