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ABSTRACT 

Protecting the privacy of information on mobile devices is highly important, both at present 

and also in the future, due to the significant role that mobile devices play in keeping and 

storing our sensitive data and information. This paper sheds light on the different and various 

usage of mobile phones in our daily life, as well as teaching the user how to protect and 

maintain the privacy of the information stored in them by using applications specifically 

designed for that purpose. In this paper, we also describe the most common threats and risks 

to the safety of mobile phones and explain how an individual user or an organization might 

resolve them using technical or physical measures. 
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1. INTRODUCTION 

Mobile devices such as smartphones, tablets, and laptops have rapidly become 

standard tools in business environments. They offer a big help to employees by allowing them 

to keep up with work while they are out of the office. 

However, while mobile devices are powerful and can contain a large amount of data, 

they are also (like desktop computers) vulnerable to threats such as spyware and viruses. 

Mobile devices are also small in size, which makes them easy to carry but also easy to lose or 

steal. Consequently, organizations must prevent mobile devices from becoming the source of 

a data breach by taking steps to reduce the associated risks [1]. 

The fast pace of modern life also makes business and decision-making faster. All of 

this has created the need for access to data and information to be as fast and reliable as 

possible. Connection to the world of information has become easier since mobile devices have 

recently come to exist everywhere. 

Wireless technology has changed the nature of internet access and helped corporations 

to centralize their information systems. As a result, working processes and decision-making 

have become faster, since users now have uninterrupted access to information and corporate 

databases. Users’ knowledge of how to safely and efficiently use mobile devices is thus 

important in business and sciences. The use of mobile devices has its advantages over laptops, 

namely their small size that makes them so easy to carry everywhere. On the other hand, their 

small size also makes it easy for them to be stolen, especially in public places. Other 

disadvantages of mobile devices include their comparatively low storage and computational 

capabilities. 
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Mobile devices make connection to the internet easier; therefore, access to information 

systems and manipulation and transfer of data is also easier for employees. Accordingly, 

corporation use open ports to allow their employees to work in virtual environments. This 

opens up an opportunity for access to the corporation’s information systems by any 

unauthorized person on the internet [2]. 

By the end of 2011, the total number of mobile cellular users had reached almost six 

billion according to a recent statistics report provided by The International 

Telecommunication Union in 2012 [3]. 

Most users of mobile devices understand the importance of protecting their data and 

information. 

The subsequent generation of free operating systems will be implemented on mobile 

devices. As a result of new environments and development approaches, integration with 

existing online devices has been enabled and has led to new applications and products being 

made available for Android. Consequently, many developers are concerned about Android 

phones, which extend online devices to phones so easily; accordingly, they have developed a 

system that provides security and privacy for files in a user’s smartphone [4]. 

2. ANDROID OS AND ARCHITECTURE 

Android is a Linux-based open source mobile platform developed by Google [5]. It 

enables the mobile phone to work almost like a desktop computer by providing higher quad-

core processor technology and advanced computing capabilities. The Android architecture 

consists of four layers, the first of which is Android applications, which are placed on top of 

the Android layer stack [3]. 

2.1. Application Behavior 

Unlike a desktop computer, where all the applications run with the same UID, in 

Android every application runs as a separate process with a unique UID. Therefore, 

Android programs cannot perform any operations on each other because the data 

stored are protected by the UID [4]. 

2.2. Files and Preferences 

Android uses UNIX-style file permissions; each application has its own area, and 

this feature is limited to the internal phone memory [4]. 

The other layers are application framework, Android runtime, and the Linux 

kernel, which manages low-level system resources such as process management and 

memory management. The kernel layer separates the hardware from the remaining 

Android software stack [3]. 

3. SELECTED ANDROID FEATURES 

 Messaging, including SMS and MMS; 

 Multitasking: running several applications at the same time 

 Beautiful user interface 



 Storage, using a relational database and SQLite for data storage 

 Connectivity 

 Wi-Fi Direct 

 Multi-Language 

4. USAGE OF MOBILE DEVICES 

To use our mobile devices in the best way, we have to understand their performance 

capabilities so that we can utilize the maximum possibilities of the device and its software. 

This helps us to speed up working processes, simplify many tasks and conduct business 

effectively. Accordingly, let us determine the possible weak points in the device’s software 

and functions [2]. 

By implementing specific software on mobile devices, they can be used for:  

 business purposes 

 personal needs 

 electronic learning 

 monitoring our homes or vehicle security systems 

 electronic banking 

5. RISKS AND THREATS TO MOBILE DEVICES 

5.1. Software for mobile devices 

Some software implanted in the mobile device by an intruder can interrupt 

communication and automatically take information from the mobile device or the 

information system [2]. 

5.2. Public networks 

Across the entire system of a public network, the weak link is the mobile device 

that is connected to it; if the mobile device is hacked while it is connected to the 

internet, this will put the whole system in danger, as the system will be opened 

through the mobile device [2]. 

5.3. Unprotected certificates 

A secure connection is encrypted and therefore safe; it is not unprotected. But where do 

the certificates come from is an important issue. Therefore, unprotected certificates should 

not be used.  

5.4. Loss or theft of a mobile device 

If the mobile device contains important information and documents (i.e. personal 

information or an organization’s information), but the owner has not implemented 



protection (e.g. a PIN code), that will cause a significant loss for him even greater than 

the loss of the mobile itself [2]. 

5.5. Email attacks 

This is the most common attack method that enables a hacker to extract 

confidential data from mobile devices [3]. 

5.6. Spyware attacks 

 

6. EXISTING APPLICATIONS FOR SECURITY IN ANDROID PHONES  

There are a wide range of security applications for Android phones in the Google Play 

store. A list of them is provided below: 

 APP Lock 

 File Cover  

 Gallery Lock Pro 

 Smart App Protector 

 Free Data Vault 

 Gallery Private 

 Very Android File Protector: This application is safe because it enables the user to hide 
his files and folders from other parties. It is also easy for anyone to use and install and 
provides a money-back guarantee if the user is not satisfied with the application after 30 
days of use. However, this application also has some disadvantages, which are reduced 
file access speed and a forgettable password.    



 File Locker: this application puts a password on files and protects them from 
unauthorized access by making the files unreadable. The disadvantage of this 
application is the encrypted file name; if it is changed, the file will remain locked.  

 Easy File Locker: While this application is easy to use, it fails to provide complete 
protection for the files because it does not employ any encryption algorithms [4]. 

7. SECURITY MEASURES 

There are a wide range of security measures used to protect personal data on mobile 

devices, which vary depending on the user’s needs and desired level of security [6]. 

7.1. Organizational measures 

 Life-cycle management of the mobile device: create document procedures that 

guide the user on how to manage the mobile device in its all life cycle phases 

 Information security policy: data protection requirements should be considered 

in all security policies 

 Training: establishing a training plan to teach staff members how to protect 

personal data on mobile devices 

 Organizational measures for BYOD (Bring Your Own Device): configure the 

users’ devices in line with the mobile device policies, considering security, 

privacy and data protection 

 Security breaches/security incidents: inform the users of how and where to 

report security incidents; for example, loss or theft of the device [5, 6] 

7.2. Technical measures 

The processing of personal data has several associated risks. Most of the time; the 

best solution for these issues is the suitable configuration and careful evaluation of the 

operating system and applications installed on the mobile devices. 

Traditionally, the management and configuration of mobile devices was performed 

by dedicated professionals. However, some of these tasks are now performed directly 

by the users. Therefore, in order to ensure data security on mobile devices, it is 

necessary to increase the user’s level of knowledge and understanding about data 

protection on mobile devices [6]. 

Mobile device management: Mobile device management solutions should include the 

following set of features: [5, 6] 

1) Security 

 Secure log activities 

 Restrict the access to native OS services by the user and applications 

 Restrict the access to device hardware by the user and applications 

 Detection of configuration changes 

 Remote device lock  



 Use of a PIN/password to prevent other users from accessing the mobile device, along 

with private keys or some other applications 

 Make a backup for the information on the mobile device and restore it when it needed 

 Check resources before accessing them 

 Data encryption 

 Digital certificate management and distribution 

 Use of antivirus, anti-spyware and firewall programs on the mobile phone 

 Set the Bluetooth to hidden 

 Be aware of how and where Bluetooth is used 

 Never give your mobile phone to a stranger to use it 

 Never open or download a strange attachment 

2) Device management 

 Distribute the software and policy changes via over-the-air distribution 

 Centralize the enforcement of security policy 

3) Application management 

 Enable remote lock and wipe of the applications 

 Secure the applications 

 Secure the distribution of the applications 

 Use the application stores 

 Make a periodic inventory of the device applications  

 Update the mobile’s software and applications regularly 

8. IMPORTANT TIPS TO PROTECT THE PRIVACY OF YOUR SMARTPHONE 

Owners of smartphones and tablet PCs often neglect privacy and the maintenance of 

personal data, despite the fact that most of them currently rely on these devices to access the 

Internet, resulting in threats to privacy. 

Experts in information technology security technology explains that users often 

neglect the most basic data preservation rules, e.g. by using insecure wireless WLANs or 

giving applications many access rights that they do not need [7]. 

Moreover, data and personal information are often not removed properly when mobile 

devices are sold or disposed of. Some tips and guidelines that will help users maintain privacy 

and protect data are presented below: 

8.1. Secure devices 

The first step in protecting data privacy is to secure smartphones and tablets with a 

PIN or lock code, as this helps prevent strangers from accessing personal data and user 

information. For safety reasons, the Mobile Communications Information Center 

emphasizes that the lock code should be long and complex [7]. 

8.2. Wireless networks 



Mobile owners should also avoid using WLANs because, in theory, hackers can 

use these to penetrate smartphones and tablets and thus view user data. 

Therefore, technical experts advise the use of encrypted wireless networks; 

moreover, in the case that there is no alternative to the use of public wireless networks 

(such as those in cafes and restaurants), a VPN service should be used to protect the 

data flow through encryption techniques. 

8.3. Wireless interfaces 

Smartphone and tablet owners should turn off wireless functionality, such as 

Bluetooth, WLAN wireless or GPS, if such technologies are not needed. The Mobile 

Communications Information Center explains that the advantages of this procedure are 

not only saving energy and conserving battery charge, but also preventing user data 

from being detected or a profile being created that monitors users’ movements. 

8.4. Safely store the data 

Privacy does not only mean preventing strangers from accessing personal data and 

information, but also the protection of that data from loss or theft. Users of 

smartphones and tablets must store their personal data securely by regularly backing 

up critical data. Smart device manufacturers often provide software to facilitate this 

backup. 

8.5. Application right 

Technical experts caution that access to a user’s location should not be granted to 

any application. Apple's iOS allows users to block any application from accessing the 

address book, camera, images, microphone, and user location data. 

However, users of applications for other operating systems such as Google 

Android and Microsoft Windows Phone should see the rights required by the 

application when downloading it. In case of doubt, experts advise users not to install 

suspicious applications that require too many rights. 

8.6. Factory settings 

If a user wants to sell his/her smartphone or tablet computer, they should remove 

the personal data and important information from the memory properly. The easiest 

way to do this is to return the device to factory settings [7]. 

9. TIPS FOR PROTECTING ANDROID PHONES FROM HARMFUL 

APPLICATIONS 

Android smartphone owners are frequently exposed to malicious code attacks and 

malicious applications designed to spy on online contacts and transactions, or to make 

subscriptions to web services without the user’s knowledge. This malicious code is often 

hidden in fake applications or suspicious e-mail attachments. However, the user can protect 

his or her smartphone from such attacks by following a set of guidelines and tips, including 

the following: 



 Applications and software should be downloaded from the Google Play app store or 
trusted developers’ websites. It is also best to ignore emails from unknown sources 
that invite users to click links or install certain software and applications. 

 When installing applications on smartphones, users can also identify the access rights 
the software requires. Some applications request access to contacts or to the internet, 
although they do not need these devices to perform their functions; it is advisable to 
stay away from such suspicious applications. 

 The user should refer to the application developer’s website to verify whether the app 
is original or fake, determine whether it is available for free, for a cost or for 
subscription, and view other user ratings for that application. 

 Anti-virus software helps detect suspicious programs and applications or suspicious 
activities on smartphones or tablets. Many international companies have developed 
special programs for smartphones and tablets. 

 The user must always secure the smartphone with a security code so that other people 
cannot install software and applications on mobile devices without the user's 
knowledge. The security code acts as additional protection against unwanted access 
[8]. 

 

10. CONCLUSION  

Mobile phones are an important and essential part of our lives due to their widespread 

use in the management and storage of data and information related to business or our personal 

activities. 

As we know, mobile phones do not operate by themselves but are instead used by 

people. Therefore, to ensure the security of the information stored in his phone, the user must 

improve his knowledge about how to protect this data by using security applications provided 

by the Google store. 

Users should be aware of how to use all applications and software perfectly, and (most 

importantly) never lose their mobile phone. In addition, corporations must train their 

employees on mobile security to ensure the safety of their data and information. 

The rapid development of mobiles and wireless technologies, along with the 

concomitant development of methods for attacking these devices, will create new privacy and 

security problems that will require new policies and technical controls to ensure data security.  

 

REFERENCES 

[1] 10 Workplace Tips For Protecting Personal Information on Mobile Devices. (2011, Jan). 

Office of the Privacy Commissioner of Canada - https://www.priv.gc.ca/en/privacy-

topics/privacy-at-work/02_05_d_46_dpd/ 

[2] Markelj, B., & Bernik, I. (2012). Mobile devices and corporate data security. International 

Journal of Education and Information Technologies, 6(1), 97-104.  

https://www.priv.gc.ca/en/privacy-topics/privacy-at-work/02_05_d_46_dpd/
https://www.priv.gc.ca/en/privacy-topics/privacy-at-work/02_05_d_46_dpd/


[3] Safavi, S., Shukur, Z., & Razali, R. (2013). Reviews on cybercrime affecting portable 

devices. Procedia Technology, 11, 650-657. 

[4] Deshmukh, N., & Potey, M. (2013, December). Providing data security on cell phones. 

In Machine Intelligence and Research Advancement (ICMIRA), 2013 International 

Conference on (pp. 12-16). IEEE. 

[5] Best Practices Protecting Your Mobile Device. Online submission at 

http://www.mycert.org.my/report_incidents/online_form.html  

[6] The EU's independent data protection authority. (2015, December). Guidelines on the 

protection of personal data in mobile devices used by European institutions 

 [7] Chipurici, C. (2017). Smartphone security guide: The easiest way to keep your phone & 

data safe. Online submission at https://heimdalsecurity.com/blog/smartphone-security-guide-

keep-your-phone-data-safe/ 

[8] Raphael, J.R. (2017). Android intelligence, Android security audit: An 11-step checklist. 

Online submission at https://www.computerworld.com/article/3012630/android/android-

security.html 

https://heimdalsecurity.com/blog/smartphone-security-guide-keep-your-phone-data-safe/
https://heimdalsecurity.com/blog/smartphone-security-guide-keep-your-phone-data-safe/
https://www.computerworld.com/blog/android-intelligence/

