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Abstract—Taking security measures against cyber-attacks 

has become a necessity for the whole world. Determining the 

most appropriate measures and their effective implementation 

form the basis of cyber security for all key institutions. 

This study, aims to demonstrate the appropriate analysis of 

cyber-attacks and analysis output models that facilitate fast and 

effective interventions. An understandable scenario was created 

by applying statistical calculation methods to the analysis output 

models and thanks to this work a new model was provided for an 

effective and significant cyber security intervention. 

Studies have been carried out on data sets belonging to 2020 

and covering many cyber-attacks, having a sampling space for 

network, software and different hardware attacks, and the 

structured output of the data analysis has been modeled with 

SPSS. 
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I. INTRODUCTION 

Cyber security; in today's conditions, it has become 
increasingly important for both kindness and countries. 
Although there are many methods and scopes of attacks, there 
are a wide range of methods and scopes of attack such as 
individual damage, intimidation and cyber wars. Many defense 
and security precautions are taken to deal with these threats.  

It has become important to model these cyber security 
precautions on the type and form of previous attacks. Because 
it can take a long time to prepare for and understand each type 
of attack from scratch, models based on previous attacks will 
make it possible to intervene more quickly and effectively. 

Basically, the goal that is this study is to provide facilitate a 
rapid and effective implementation for subsequent attacks by 
both accelerating and to provide a program that analyses and 
models the analysis output. Statistical data have become very 
valuable today because statistical data provides the data needed 
for the next step by creating a reference. Therefore, it is 
assumed that these data will be modeled and make it possible to 
evaluate different perspectives. 

Many researchers have studied the various types of cyber-
attacks and analyze of the data of these attacks. In this paper, 
these attack detection methods and figures are exemplified 
models, graphics, and predictions of attack types. 

Benefits such as shedding light on and facilitating cyber 
defense initiatives and enabling rapid and effective 
interventions are envisaged in order to provide security for 
both individuals and institutions in many countries. 

II. FACTORS THAT PLAY A ROLE IN DETERMINING CYBER 

SECURITY PRECAUTIONS 

A. Cyber Security Infrastructure 

Infrastructure plays an important role in cybersecurity. No 
matter how effective individual efforts are, individual efforts 
alone will not be enough and lack of infrastructure will have 
serious consequences. If the much-needed infrastructure has 
been developed, great progress will have been made. 

When installing a cybersecurity infrastructure, some 
important elements must be evaluated [2]. These factors 
require thorough analysis, for they will be vital in the face of 
an attack/a breach of security. These factors are explored in 
“Fig. 1”.  

 
Fig. 1. Cybersecurity Infrastructure [2]. 

 When establishing a cybersecurity infrastructure, several 
important factors should be considered: 

• Senior management support 

• Determination of basic needs 

• Staff to work in the cybersecurity infrastructure 

• Implementation and commissioning plans 

• Procurement of cybersecurity infrastructure needs 

i. Tests 
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ii. Devices 

B. Cyber Attacks and Types 

In a study conducted by the US National Research Council 
in 2009, on cyber-attacks; It defined a cyber-attack as 
deliberate actions to disrupt, deceive, humiliate or destroy 
networks, computer systems or information [3]. The fact that 
cybercrime has become highly developed and complex, and 
because of the widespread use of cyber-attacks, the significant 
financial, operational and reputational damage of a cyber-
attack is a critical risk that must be managed [4]. 

Cyber-attacks have become more frequent with 
developments in the structure of the Internet and technology 
and unconscious use of the internet by users. Although many 
factors have played a role in the emergence of cyber-attacks, 
there are basically several factors. For example, the 
vulnerabilities found on the Internet vulnerabilities in the 
addressing system, weaknesses arising from the lack of 
management, vulnerabilities arising from the fact that most of 
the systems are open and allow access without a password, the 
development of malicious distribution techniques and the 
weakness of the Internet being a large network that cannot be 
controlled from a single center, etc. 

In addition, errors in hardware and software and the 
possibility of online access to many critical systems provide a 
vulnerable structure against these attacks and facilitate the 
emergence of attacks. 

C. Attack Detection Systems 

The protection systems used according to the importance of 
the information may be different from each other. The main 
purpose of these systems is to ensure maximum information 
security by increasing the level of protection against malicious 
persons and attacks [5]. In addition to protecting and 
reproducing information, it is of great importance that existing 
protection systems remain continuously accessible. In order to 
ensure continuity, the measures taken against the attacks must 
be kept up-to-date [6]. 

A cyber-attack is defined as “the set of attempts that can 
endanger the privacy, integrity and accessibility of 
information” [5]. Intrusion detection is “the process of 
interpreting attack signals, which are defined as activities 
carried out to disturb the confidentiality, integrity and 
accessibility of information or circumvent the security 
mechanisms of the system by monitoring and analyzing events 
occurring in a computer system or network” [7]. 

a) Classification of Attack Detection Systems: There are 
many different criteria in the classification of intrusion 
detection systems. The general criteria by which the strategies 
of these systems are determined are as follows: 

• Attack detection method 

• Architectural building 

• Protected system type 

• Data processing time 

• The source of information used 

A frequently used classification method is “attack 
detection method”. According to this classification method, 
detection systems are divided into “Anomaly Detection” and 
“Abuse Detection” [1]. The classifications of intrusion 
detection systems according to the frequency of their use is 
shown in “Fig. 2”. 

 
Fig. 2. Classifications of attack detection method [5]. 

There are several tools commonly used for detecting an 
attack and obtaining the results of these attacks: 

• NESSUS 

• NMAP 

• ETTERCAP 

• NSM 

• Hyperview 

• SNORT 

• Wireshark 
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III. CLASSIFICATION OF DATA AND APPLIED METHODS 

A. Data Sets Used and Their Features 

This study benefited from 3 basic data sets. The first of 
these was the dataset named “CCCS-CIC-AndMal-2020” 
belonging to the Canadian Cyber Security Institute [8]. In this 
data set, multiple attack data from many types of attacks were 
used and we analyzed the frequency of multiple attacks. The 
collected analysis data of this dataset are shown in “TABLE 
I”. The main feature of the dataset is that it contains the total 
number of each type of attack. Therefore, method of analysis 
was quick and effective about which attack occurred and how 
often. 

TABLE I.  NUMERICAL DATA OF ATTACK TYPES. 

Data Type of Attack 

Adware 47210 

Backdoor 1538 

File Infector 2296 

No Category 2296 

PUA 2051 

Ransom ware 6202 

Risk ware 97349 

Scare war 1556 

Trojan 13559 

Trojan-B 887 

Trojan-D 2302 

Trojan-S 3125 

Trojan-S 3540 

Zero-Day 13340 

 

The second data set investigated contained the average 
number of times each type of phishing occurred or on each 
website belonging to the Auckland Study Institute [9]. The 
data set consists of homogeneous sums of data for each of the 
years 2018, 2019 and 2020. Data amounts were obtained from 
the same periods of each year by applying the same 
procedures. For this reason, the amount of increase or 
decrease offered the opportunity to make a homogeneous 
inference about the sampling. A cross-section of the data set is 
shown in “Fig. 3”. These data were read with data mining 
methods and the process was carried out in the same direction. 

 
Fig. 3. A cross-section of the website phishing dataset from the Auckland 
Institute of Work. 

The third and last data set within the scope of this paper is 
of the network penetration tests of Lancaster University [10]. 
This dataset was prepared to understand what kind of 
infiltration activity is encountered by situation such as 
particles and protocols that are processed on the network. In 
this data set, tests were grouped into three categories. The data 
collected under these main headings as “benign infiltration”, 
“malicious infiltration” and “violation infiltration” are listed 
according to the unit type from which they were taken. A 
cross-section of our data set is shown in “Fig. 4”. These units 
were evaluated on the basis of 5 main units. These units are, 
respectively: 

• Package_in: Number of packages from source to 
destination 

• Package_out: Number of packages from destination to 
source 

• Bytes_in: The number of bytes transferred from 
source to destination 

• Bytes_out: Number of bytes transferred from 
destination to source 

• Entropy: The energy change of data fields in the 
stream in bits per byte 
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Fig. 4. A cross-section of the network dataset. 

B. Data Mining 

Data mining operations were applied to all data sets 
through the “WEKA” program. As a result, both website 
phishing data set and network intrusion detection were 
understood and the necessary actions were taken. The 
processes of each method were examined and the results were 
produced. 

a) Data Mining: In “Fig. 5”, “Fig. 6”, “Fig. 7” and “Fig. 
8” show, respectively, the “WEKA” output of the phishing 
results data for the years 2018, 2019 and 2020 and the average 
value of the “bytes_out” attribute from network attacks. In 
“Fig. 5”, the data set consists of the homogeneous sums of the 
data for 2018, 2019 and 2020. Data amounts were obtained 
from the same periods of each year by applying the same 
procedures. For this reason, the amount of increase or 
decrease offers the opportunity to make a homogeneous 
inference about the sampling. The “Fig. 5” for 2018 show that 
702 of 1353 websites request information through illegal 
means, 548 request information using legal means, and 103 
are websites that do not contain certain statements about 
whether they are illegal or legal.  

The “Fig.6” for 2019 show that 1362 of the data belonging 
to 2456 websites belong to sites that request information 
through illegal means, 1094 of them request this information 
using legal means, and there are no websites that do not 
contain certain statements about whether they are illegal or 
legal. 

The “Fig. 7” is seen that in 2020, out of the data of 11055 
websites, 4898 of them belong to sites that request information 
through illegal means, 6157 of them request this information 
using legal means, and there are no websites that do not 
contain certain statements about whether they are illegal or 
legal. 

 
Fig. 5. Mining of 2018 phishing data. 

 

Fig. 6. Mining of 2019 phishing data. 
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Fig. 7. Mining of 2020 phishing data. 

As an example for the months of July and December 2020, 
the average values of the “bytes_out” attribute are shown in 
“Fig. 8”. As a result of examining other aspects, such as this 
value with “WEKA”, statistical modeling was performed. 

 
Fig. 8. Mining of Bytes_out data for July and December 2020. 

b) Clustering: This is shown in “Fig. 9”. According to 
the k-mean algorithm used in the clustering algorithm, the data 
are divided into two clusters. While a similar density approach 
was obtained for clusters 0 and 1 in 2018 and 2019, it was 
observed that the density was above cluster 1 in 2020. The 
number of clusters is usually determined by the user. When 
extra clusters are desired, the algorithm will sort the data 
according to this request and give appropriate percentages. 

 
Fig. 9. Clustering of 2018, 2019 and 2020 phishing data. 

In network attacks, when “bytes_out” was taken into 
account, a difference was observed in terms of clustering in 
the number of bytes transferred from the source to the target in 
July and December. This ratio can be clearly seen in “Fig. 10”. 
According to this result, the density at cluster 0 in July 2020 
was 25%, while it was 82% in December. 

 
Fig. 10. Clustering of bytes_out data for July and December 2020. 

c) Relational Graphics: The distribution of the data 
belonging to the cluster with the highest results in the 
distribution graph was selected and the distribution pattern of 
the data according to the qualifications was determined. For 
the phishing attack, the result values for each year were 
selected and the distributions were plotted and shown in “Fig. 
11”. In the network attack, it was possible to obtain for each 
attribute and the graphs for both July 2020 and December 
2020 averages for the “bytes_out” value are shown in “Fig. 
12”. 

 
Fig. 11. A relational table of 2018, 2019 and 2020 phishing data. 
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Fig. 12. A relational table of Bytes_out data for July and December 2020. 

C. Statistical Analysis 

a) Descriptive Statistics: The data were subjected to 
distribution average according to the classification groups in 
descriptive statistics calculations. The descriptive statistics 
calculations for each year for phishing attacks are shown in 
“Fig. 13”. For the network attack, calculations are obtained for 
each attribute in “Fig. 14”. 

 
Fig. 13. Descriptive statistical values of phishing data for the years 2018, 
2019, 2020, which were mined. 

 

Fig. 14. Monthly descriptive statistical calculations of general averages for 
July and August 2020. 

b) Independent Tests: Since the sample size includes 21 
recovered values, “Shapiro-Wilk” was taken into account for 
the independent sample t test shown in “Fig. 15”. 

The t-test results of 2018, 2019, 2020 in which the 
variances were considered equal were very close to each other. 
But the closest significant sample was gained in 2020. As a 
result of these outputs, it is concluded that 2020 is effective in 
determining the average of 3 years. 

The data for at least 2018, then 2019 and at most 2020 are 
decisive. If we make assumptions for the future based only on 
these results, it can be deduced that the increase seen up to 
2020 will continue in 2021. 

 
Fig. 15. General independent sample t test for phishing tokens on websites of 
all years. 
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c) Graphics: In “Fig. 16”, “Fig. 17” and “Fig. 18” show, 
respectively, scatter plot of attack types analysis, average 
analysis chart of phishing data for 2018, 2019 and 2020 years 
and graph of 2020 general detection numbers. 

 
Fig. 16. Scatter plot of attack types analysis. 

 

Fig. 17. Average analysis chart of phishing data for all years. 

 

Fig. 18. Graph of 2020 general detection numbers. 

CONCLUSION 

Both “WEKA” and “SPSS” were used for results, log data 
provided a more understandable framework about the 
frequency, number of uses and forms of attacks in the sample 
space. In addition, the ability to teach how the software should 
be used and developed has been understood. As a result of the 
analysis of login data, attacks against users' account and login 
information came to the fore as the most common attack 
method. In addition, it is seen that server login transactions 
carry risks for businesses that do not have their own servers, 
just like users. 

When the daily data of many units are brought together, 
there are visible findings about how large a sample can be. In 
terms of network listening and monitoring, the detection of 
attacks performed in active listening is less than in passive 
listening. From this it is understood that difficulties arise in 
using fully secure systems on active network servers. It has 
been observed that attacks and infiltration attempts against 
information networks are increasing day by day. In light of 
these findings, it was determined that the measures taken were 
still insufficient. The assumption has been reached that 
phishing theft has lost its distinctiveness today, and that 
attackers who develop many methods in which the targeted 
illegal theft can be assumed to be legal, damage the trust in 
legal sites. 

While performing statistical calculations, making 
inferences with dynamic programs both prevented exposure to 
errors and enabled a clearer understanding of the scenario by 
providing faster results. Differences in results were observed 
between the incorrectly analyzed data and the correctly 
analyzed data in the sample spaces. While the sample that was 
analyzed correctly produced precise and understandable 
results, complex and meaningless findings were encountered in 
the samples with deficiencies. It has been observed that 
descriptive statistical calculations of attack type or method data 
offer approaches from many different perspectives. According 
to the averages, it was not possible to reach the conclusion that 
there was a meaningful association in the analysis results. 
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