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Abstract

The automation techniques enter into life using different ways. The rapid change of the information
technologies yield to store and share the data on cyber environment, where it is possible to access
bank accounts using biometric specification, such as finger print, eye-iris, blood vessel of the hand,
etc. Also, the governmental automation offers easiness for the people in order to pay their taxes, water
and electricity bills.

There are some cities using e-municipal software to collect taxes. This kind of the automation
systems in a city are called e-municipal administration. Civil Data Registration (MERNİS) and Financial
Reporting are two important automation systems in Turkey. The Ministry of Finance supervises annual
accounts. There is a national ID number in Turkey, which is issued by Birth Registration Office. The
members of a family, birth and deaths can be followed with this ID number. This number acts like
Social Security Number in the US. For instance, all applications to the governmental exams, pursuit of
a criminal or election issues are controlled with this number.

However, Turkish National ID number can be reached easily using internet connection, if you know
some basic information of a person. Moreover, if you are in a bank or in a department, the
governmental official can ask your ID number loudly where the audience can hear and keep this
number in their minds.

In this article, some of the automation systems, such as birth registration, tax queries, and hospital
automation systems will be investigated. The weakness and distinguished side of the systems will be
compared, and finally new security techniques will be introduced in order to protect the privacy and
personal information.
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1. INTRODUCTION



A survey was conducted by the United Nations in 2008 in order to determine the governments’ use of
internet access in terms of the quality of services and product. The applications of the information and
the communication technologies were investigated and evaluated by the survey. This survey consisted
of questions about better access and delivery of services to citizens, improved interaction with citizens
and business, and giving privileges to citizens through access information. The survey seeks to
provide a measuring tool to the governments which shows the areas of strengths and weaknesses
within the e-government readiness domain.

Most countries have e-information in their policies, laws and an archive section on their portals/
websites. Developing countries still have problems with e-information, e-consultation and e-decision-
making compared to the developed ones. The e-government readiness index is a composite index
comprising the web measure index, the telecommunication infrastructure index and the human capital
index [1]. According to the report titled “UN E-Government Survey 2008, From E-Government to
Connected Governance” of the United Nations [1], assessing e-Government readiness of Turkey
holds the 76th place out of the 192 United Nation members, compared to 60th place in 2005. Indeed,
there are a lot of developing subjects related to the e-government readiness in Turkey between 2005
and 2008. Therefore, the decreasing of the rank presents that the other countries developed their e-
Governmental policies quicker than Turkey.

The needs of the citizens on e-Government issues can be counted and evaluated as easy access
to information, accessibility 24 hours per day, data security, verification and validation, online forms
and permits, confidentiality and integrated office operations. Because of the lack of knowledge of
information technology and computer literacy, the use of the automation systems of the Government
can be very difficult for some citizens. Therefore the system should consist of a citizen friendly portal.

1.1 E-Governmental Portal Model

There are four basic roles played by actors in an e-government system, where politicians are the
suppliers of the e-government system, the end-users are its customers. Detailed roles are given below
in the Table 1 [2].

Table 1. Four basic roles in an e-government system

1 Politicians who enact/legislate a law
2 Public administrators who define the processes for realizing a law
3 Programmers who implement these processes for realizing a law
4 End-users who use e-government services

To establish an e-Government portal, first of all, new laws and regulations that yields an administrative
organizations, rules, and ethics values of the systems needs to be created. The laws and regulations
should cover the needs of the citizens integrated and suited with the new technological aspects. Also,
it should consist of solution and punishment mechanisms for unethical uses of the system.

Public administrators who define the processes for realizing a law is very important to govern the
electronic files and automation systems. Public administrators should act as consultants, decision
makers and controllers.



Programmers use laws, regulations and the directions of the public administrators to code the software.
Key people who implement the processes for realizing a law or a regulation should be selected very
carefully and these people should show and act very trustfully. These are the programmers who write
the software and rules of the systems. These people know the gap of the automation systems.

End users are the citizens who use the systems. The basic computer literacy knowledge is important for
them. Therefore the programmers should create an easy useable interface for the automation systems.
The easy and user friendly interface the better and more users can use the systems.

The telecommunication infrastructure of the portal should cover all the needs and capacities on the
cyber world. If an infrastructure of a portal does not meet the specifications for minimum installation
requirements, the ideal software won’t work as expected.

1.2 The Turkish e-Governmental Portal

Turkish e-Government portal was established to offer database services to the citizens. There are
some services offered by government can be used by end users via e-signature or mobile signature
media for security purposes. The people can access only their self information and can do transactions
related to their own accounts. A user is not required to re-enter user name and password when
accessing from one governmental side to another one. The system allows the user to access the whole
framework using a unique userID and password.
The online services of Turkish Government have been increased very rapidly. Some institutions that
offer online services (www.türkiye.gov.tr) can be seen in the Table 2.

Table 2. Some institutions that offer online services on www.türkiye.gov.tr

Institution Online Services Institution Online Services Institutions Online
Services

Prime Ministry Querying for
results of a
request

Interior Ministry Record tracking Social
Security
Enterprise

Querying of
Registration,
Employment
printout.

Ministry of
Transportation

Querying for
licenses of
authorization of
vehicles

Directorate
General of
Security

Querying of
vehicles,
punishment
scores and
cancellations of
a driver license

Establishing a
new Job

Querying
depts., courses
for vocational
education.

The Ministry of
Justice

Querying for the
court files

Ministry of
Industrial and
Commerce

Preparing
Certificate of
warranty, user
manual,
querying
consumer
institution.

Post Office Post querying



Ministry of
National Defense

Information
update and
querying of
issues for military
subjects

Under
secretariat for
Marine Affairs

Lifesaving
certificate, ship
agency issues,
etc.

KOSGEB-
Small and
Medium
Enterprises

Querying of
institutional
information.

Finance Ministry Payroll, voucher
etc. services

Revenue
Administration

e-tax querying Turkish
Railway

e-ticket

2 E-GOVERNMENT IN TURKEY

Turkey met with Internet in the year of 1993. From 1993 to now there have been a lot of changes
related to the Internet connections, software-hardware development, and technical media. The
automation systems have developed very differently using a variety of styles. Some automation
systems require using specific software and hardware to reach it.

The oldest automation system in Governmental level is the Selection and Placement of a Student in
Higher Education Institutions in Turkey. From 1974, nearly all of the institutions of higher education in
Turkey accepted students in accordance with the results of the examinations organized by The Student
Selection and Placement Center (ÖSYM). The application process and reaching the results can be
done online.

There are a number of automation systems that introduced in Turkey, such as in the field of health,
education, transportation, etc. We will only discuss Health-Net, Civil Data Registration, and Tax Identity
System.

2.1 Health-Net (Sağlık-Net) of Turkey

The Health-Net is an integrated and expandable communication platform where information of the
health of the people is shared between partners. The aim of the Health-Net is to collect all kind of
medical data under a standardized umbrella to increase the productivity and quality at health services
with looking the previous complications and the treatment received.

Thanks to this network, health data of the citizens from birth to the death is stored and shared between
health institutions. Under protection of the private information of the patients; the health data is shared
between doctors and health institutions, which yield to a better and more quickly service to the patients
[3].

Not only the people can see and investigate their health information using this portal, but also the
citizens will be able to reach variety of information of their family doctor. Moreover, in the near future
with an electronic identity card they will be able to book an appointment from a doctor or hospital.

The Health-Net in Turkey is one of the biggest, widest and flexible networks. Under this network there is
an automation system that called MEDULA (MEDikal-ULAk). Fig. 1 shows MEDULA system organizing
schema.



Figure 1. MEDULA Organizing Schema [4]
The information about patients, doctors, hospitals, diagnosis, and analysis can be followed online.
Also, querying of the patients, account summaries, termination of the invoices can be done and
pursued using different modules of the MEDULA. Fig. 2 presents the patient follow module of the Fırat
University Hospital over MEDULA.

There are some problems with the MEDULA system. For instance, all health institutions (private and
state hospitals, health residences, pharmacies) have to access into the system for variety of reasons
discussed above. Because of so many access requests and data transfers on the backbone network,
the speed of the system is sometimes very slow. Therefore some of the personnel have to access and
enter the new information in the late night, when usage of the system decreases.
Second problem is the inflexibility of the software. Ministry of Health has often published new
regulations and new rules. Sometimes, because of changes of the cost of packets, it is not possible to
change the system modules easily. Therefore the hospital can lose some income where amounts are
counted with millions of dollars in a month.



Figure 2. Patient Follows Module of Firat University Hospital

There are a lot of data administrators in the hospitals. Lack of qualified and sufficient data
administrators it is always a problem. In order to fulfill the requirements, some of them can give
their own user-ID and password to a friend without informing their supervisors during the break time
and short leaving time. These people can misuse these user-ID and password. Although the data
administrators can be punished for their act, it is not possible to prevent the security of the system
totally. Therefore, the security of the system is questionable, and safe and secure accessing privileges
should be applied into system.

2.2 Civil Data Registration (MERNİS) System

One of the other biggest projects in Turkey is called MERNİS (Merkezi Nüfus İdaresi Sistemi-Central
Birth Registration Systems) where personal information is stored and accessed. The aims of the
system are given below:

· To transfer all birth registrations into computer network system,
· To fix a unique ID code for each person,
· To evaluate the register of births statistically,
· To serve and share the birth information to the official institutions,
· To decrease the bureaucracy and formalities.



Thanks to this project, each person in Turkey has a unique identity number and the citizens can use this
number where it is necessary. For all the exams used for the placement in a governmental institution
are done by The Student Selection and Placement Center (ÖSYM. The national identity number (TC
Kimlik no)) uses this ID number for the application.

This ID number is named in the USA as Social Security Number. Turkish Identity Card Number has 11
digits while the Social Security Number has 9 digits. In the USA, the citizens are responsible to keep
their Social Security Cards in safe place, and they should not tell their numbers to the other people.
If you don’t have a Social Security Number in the USA, you cannot open a bank account; apply for
driving license, work in a place, and etc. Your financial situation and tax issues are followed by Social
Security Number. In the USA the parents cannot demand and obtain the grades of their children that
are over 18 even if they are the ones paying the tuition. This shows the importance of the privacy in the
states.

Fig. 3 shows the main querying page of National Identity Number in Turkey [5]. To obtain the ID
Number, the information in the Figure should be known. The database of MERNİS has been used after
January 20, 2003. At the beginning, it would be enough to get the National Identity Number of a person
if you know only father’s name, mother’s name, birth year and sex of a person. Later, the querying data
was expanded with asking the volume number, family row number and person row number.

There are so many problems because of reaching this number easily. For instance, if you get the
National Identity Number of a person, you can misuse it to see the exam result of this person without
his/her permission. Without the permission of a person, querying the exam result is the violating of the
privacy of the person.

In Turkey the National Identity Numbers are used widely everywhere, such as in banks, schools, by
all official institutions. But the problem is the citizens don’t care about keeping their number as much
secret as possible. For example, if you apply to open a bank account, the accountant asks your
National Identity Number loudly even when there are a lot of people in the vicinity. Therefore other safe
access systems should be developed and used.



Figure 3. The querying main page of National Identity Number of a person [5]

2.3 Tax Identity Number of a Person

There is another important ID number for tax issues called Tax Identity Number where each person
has a unique one. Although it is not clear of using of two different ID numbers separately (National ID
and Tax ID), the tax issues of the person can be followed by National Identity Number, too.

With the Tax Identity Number the citizens can pay their various taxes online and can query the
liabilities. There isn’t any secure and preventing system while obtaining the Tax Identity Number of a
person. This kind of information can be obtained very easily from a fraud person. Fig. 4 presents the
main page of the automation system. To get a Tax Identity Number of a person, you need some basic
information, such as Last Name, First Name, Father’s name, Birth Place, and Birth year.

Soyad : Surname
Ad : Name
Baba Adı : Father’s Name
Doğum Yeri : Birth Place
Doğum Yılı : Birth Year

Figure 4. Online Querying of Tax Identity Number

Here only three different automation system models are discussed. There are a lot of other automation
systems used by different institutions which can be counted as a part of e-Government activity as
well. But the security of the systems and privacy of the personal information are not totally reliable.
Therefore, some new secure system should be applied.

3 NEW SECURITY SYSTEMS FOR ONLINE AUTOMATION

As mentioned above, the automation systems that are used in e-government purposes have some
gaps because the privacy of the people is not prevented enough. Therefore this may lead to the misuse
of the data where sometimes leads another big problem for the talked person. In order to prevent
that, there are some new tools can be used as a part of the automation system, where some bank
automation systems are already is part of it. In the following section the new ways to prevent privacy
information and tools are introduced.



3.1 Mobile Signature Certificate
The program is based on qualified digital certificates. Mobile signature systems are used widely by
Internet banking or e-government application using people’s mobile phone to generate a legally binding
electronic signature.

For example, if a user accesses into a Civil Data Registration Automation System (MERNİS) in order
to get his/her National Identity Number, after accessing the general information of the person, a new
page should be prompted on the screen which waits for a confirmation code. The confirmation code is
checked by SIM card automatically and then it can produce an authentication code that appears on the
handset of the person. After entrance of the authentication code into the related textbox, the National
Identity Number can be shown on the page. This means a person who wants to get his/her National
Identity Number from the MERNİS, s/he should know the general information shown in Figure 3 also
should posses the cellular phone with him/her.

A similar way is used on Cellular Phone Networking System. For instance, the subscriber can access a
banking site from their mobile phone, home PC or an Internet café, and enter their customer ID to login
or conduct a transaction. The bank then sends an authentication request that prompts the user to enter
the secret code they chose when they activated the mobile signature service, using their GSM phone.
The SIM card then checks the secret code, creates the digital signature and sends it back to the bank
to enable the corresponding transaction on the banking account [7].

3.2 Electronic Signature

Electronic signature is designed to be used for signing electronic documents and to create a signature
in the sense of a hand written one on a paper document. The EU Directive 1999/93/EC for electronic
signatures says that “electronic signature means data in electronic form which are attached to or
logically associated with other electronic data and which serve as a method of authentication” [8].

The electronic signature is able to meet the following requirements:

It is uniquely linked to the signatory, it is capable of identifying the signatory, it is created using means
that the signatory can maintain under his sole control, and it is linked to the data to which it relates in
such a manner that any subsequent change of the data is detectable [8].

There are some online applications by Police Department in the sense of e-Government
administrations. For instance, you can apply to get a passport or other matter using Internet Access.
This way is very comfortable for the users to keep and save time. But the system is not controlled
whether the application is done by the sole owner. At this point electronic signature can help to solve
the misuse of the system.

3.3 Biometric Security Systems

There are some biometrics solutions for security capabilities beyond surveillance and monitoring
to provide highly ‘frontend’ to complete security solution. Biometric technology overcomes many of
the disadvantages of the conventional ID and verification techniques such as keys, ID cards, and
passwords [9].



The iris readers can be used for protection of the people in secure. Intricate patterns in the iris of the
eye are unique to each individual. Therefore a special camera is necessary to capture a detailed close-
up of the iris of each person. Biometric software then makes a template or ‘map’ of each person’s iris
pattern, and stores it in the system [9].

To protect the privacy of the person, an iris reader can be used within e-governmental organization.
The problem is to build a suitable system that can be integrated to the software.
There is another Biometric security system based on the print of the finger of the person. The
access into automation systems can be realized with the recognition of the finger pattern. Fingerprint
identification is a secure way to obstruct fraud usage of the system. Fingerprint systems are often used
by criminal justice people for forensic files. This system is designed for ten and latent (mark) fingerprint
identification. Although, the verification of the identity will be very easy using this tool, the problem is to
obtain the fingerprints of all users into automation database systems [10].

Blood vessels of the hands are other important phenomena to match the identity of a person, since the
map of the hand vessel are different comparing to another person.

4 CONCLUSIONS

If infrastructure of a governmental network has enough capacity, speed, and automation system, the
usages of the e-Governmental applications should be deployed to whole country. The increasing
numbers of e-Governmental system will yield decreasing of the loads of the officers in the classical
administration.

As mentioned there are some security problems and privacy violence that occur from the automation
systems in Turkey. Some e-Governmental systems are not prepared securely. A person can obtain
personal information of a person without his/her permission with using Internet. Therefore new
technological protection privacy tools such as Biometric media should be integrated into e-
Governmental automation systems.

There are some different automation systems that are being already used nationwide. But there are
not enough laws and regulations that can administrate these. There is a new draft law called “e-
Government and Knowledge Society” that was submitted to the public aspects on the Internet in August
2009 [11]. This law will be very useful to administrate governmental issues in the cyber world. Therefore
this law should put into action soon.
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